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This instruction contains guidelinasd procedurefr managig Air Forae telephonesystems. It imple-
ments Air Force Policy Directive (AFPD) 33-1, Command, Catrol, Communications, and Computer
(C4) Systerg United States Comptroli®ecisions B-199793Janary 27, 1982;B-217996, October 21,
1985; and B-223837, January 23, 1987; Defense Information Systems Agency Circulars (DISAC)
310-70-78,DSN Phase | S}emsManagenent Guide and 310-13€, Submision of Telecanmurications
Sewice Regest; Chairman dtheJoint Chiefs of Stdf Instructions(CJCSI) 6211.02A, Defense Informa-
tion SystenNetwork and Connected/&ens, 22May 1996, and 6215.0Policy for the @fense @itched
Network, 1 February 1995; and Degtment of Defense Déctives (DoDD) 4640.1Telephone Monitoring
and Recdding, Januay 15, 1980, withChange 1; 4640,8Communication§ecurity Telephom® Monitor-
ing andRecording, June B, 1981; ard 4640.13,Managenent of Bae and Long-HaulTelecommunica-
tions Equipmat and Sevices, Decemler 5, 1991. Military pe rsonnel who violate pargraph 8.3. of
this Air Forceinstruction (A Fl) are subject to punitive action under Article 92 of the Uniform Code
of Military Justice (UCMJ). Violations of paragraph 8.3. by civilian employeesmay result in
administrative or other disciplinary actions under AFI 36-704, Discipline and Adverse Action Send
recommended changes or comments to Headquarters Air Force CommunicationsAgency (HQ AFCA/
XPXP), 2B West Losey Steet, Room 1®0, ScottAFB IL 62225-5233, hrough appropriate banrels,
usng Air Force (AF) Form 847, Recommendation for Change of Pwblication, with aninformation
copy to HQ AFCA/GCLYV, 203 Wed Losey Stred, Room 3065, Scott AFB IL 62225-5234. Refer to
Attachment 1 for a Glossary of Referen@s and Suppdmg Information.

(AFSPC) The OPR for this supplement is AFSPC CSS/SCISMr. Albert J. Bonifer). This supple-
ment implements and extends he guidanceof Air Force Instruction (AFI) 33-111, TelephoneSys-
tems Management The AFI is published word-for-word without editorial review. Air Force $ace
Command (AFSPC) suplemental material isindicated in bold face. This suppgement describes
AFSPC’s procedures for usein conjunction with the basic AFI. This instruction applies to HQ
AFSPC, subordinate units, and all organizations receiving telephonesupport from AFSPC assets.
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This supplement does rot apply to Air Force Reserve Command nor Air National Guard units.
Upon receipt of this integ ated supdement discard the Air Force basic publication.

SUMMARY OF REVISIONS

Thisdocument is substantially revised and must be completely reviewed.

This revision reflectschanges in usef Deferse Switched Netwak (DSN)for Health,Morale, andWel-
fare (HMW) calls (paragraph 6.); definesAir Farce policy on use of-B00services (paragraph3)); pro-
vides guidance oteadtelecommuncations cablegparagraphl6.); addressesingle-line concept policy
and waiver (paragraphd8. and19); defines usage of celludr and mobile telephone servi¢paragraph
20); and incorpaates telephom systems ecurity guidelines(Sectionl). The | peceding the publication
title indicates anaja revision from theprevious edition.

(AFSPC) This publication needsto bereviewed n itsentirety. A bar (|) indicates a revision from
the previous edition

Section A Telephone Servie Procedurs. 4

Requsating Telephoe and Telephone-Rekd Senice. ........ccooeevciiivcievie e,

2.  Competitive Long Dstance Telephone Service ...
3. Long Distance @lIs From BaseTelephones .............oooiiiiiiiiiiiiiiiieeeiiie 5
4. CdlectCdlsto Air ForcelInstall alioNS ........cccccooviiiiinrineeeee e 6
5. PasonalCalls Over Oficial Telephones ... 6
6. Hedth, Morale, andWelfare CallS. ..o e 6
7.  Official Telephomsin Personal QUERIS. ........cccoiiirieriieiesie e 7
8.  Using Calling Cards(Credt Cards,Including International Dired Distane ........... 8
Section B Responsibiliiesfor Telephoe Sevice. 9
9. MaJOr COMMANGAS  ...oveiiiiiiieeie ettt s er e e et s e sres e e e e s e e e eneesreenreans 9
10. Base Communicationsand Information SystemsOffiCer. ......ccoocvveviniiiienienieneens 9
11. Base Organzational COMMANUES. .......ccoeeiriiriirrieieereee e seesneees 11
Section C  Telephone Sysims and Networks. 12
12. Air ForcePolicy onUse ofthe Fedeal TelecanmunicationsSystem ..........ccce.eee.. 12
13. Air Force Policy for e of 1-9@ Telephone NUmMbers............ccceveieiiiiineieiiiieeeeee, 13
14. Defense SWitCHEENEIWOK ACCESS. ....ccoceiiiiiiieiiie et 13
15. DefenseSwitchedNetwork On- or Gf-NetCaling. ......ccccooeiininieiiecee s 14
16. Air ForcePolicy onLead TelecanmunicaionsCales. .........cccccvvevieciiviceesiee e, 14
Section D Special TelephanFeatureand Servics 14
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17. Major Command Resporsibilities for Featues ard Services. ...........ccccvvvvvveiiinnennn. 14
18. Single-Line TelephoB CONCEPL ...coooi e 15
19. Key System Appoval AUTNQITY. ..o 15
20. Cellular/MobileTelephone SEITE .........coooiiiiiiiiiiiii s 15
21. Special TelephanFeaturesand Services foSpecifc BaseActivities. ...........c........ 16
22. Telephone Serviefor Geographially Separatednits. .........cccocevviviniinieeinniienienns 16
23. Undfficial CommerciA TelephONESEIVICE. .........uuvuiiiiiiiiiii e 16
Section E  Secure Teleph@aService. 17
24,  SECUE VOCEPIOCEUUIES. .....ooiiiiiiiiiiieeeeie sttt sttt e st e e et sreeseeeneens 17
Section F  TelephoneMonitoring and Recording Procedures. 18
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26.  Cortrolling RECOUINGS ....uooiiiiiiiieieieee ettt sttt se e e e 19
27. Prohibited Monitaing ard Recordirg ACHVILIES. .......cccovevieieeieeie e 19
28. Requeating Excefionsto Recordng POlICY. ....c.occoviiiiiiiiinie e 19
29. UnauhorizedMonitoring orRecading DevIiCEeS ......cccoveeiierieninneereee e 19
Section G Billing for Telephoneand OtherCommercial Communication$eavices. 20
30.  Verifying BillS. ..ot e s 20
31, ProcesSSNgtNeBIllS. ... s 21
32. JudgmentaBampling of “TOll” CallS. .....ccooiiiiiiiii 21
33. Federal Telecommunicatio®ystem-2000 Ventation ...........cccccvvvvvviiiiiiiinenenenn. 21
34. Verifying Othe Chargs, Credits, local Service,and Equipment Charge.............. 22
35. Verifying Commaecial Long DistanceCalls, FederaTelecommunictions ............. 22
36.  AJJUSINGBIIING EITOIS. ..ceeieiiiieee et st e s e 23
37. Sending Bills to tB Accountirg and Finance QIce. ..........ccccoeiiiiiiiiiiiiiiiiicice e 23
38. Cetifying Payment onStandard FOrm 1034 ......cocoiiiiiiie e 24
39. Coinless orCoinbox TelephoBREVENE. ...........cccooeiiiiiiiiiiii e 24
Section H Charges foBase Telephoer Savices. 24
40. Charges foBase TelephOB SAVICES ... 24
Section|  Telephone Sysims Security Guidlines. 25
41. Secuity of the BasalelephOneSySteM .......cooieiiiiiiiiece e e 25

SectionJ  Telephone Directories. 25
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42. PUbDliShing DIFEAOMES .....coiieiieeiie et sr e e eree e 25

43. Listing Orgarizaionsin NonGovanment Dredories .......ccoeveerenieenesiiesee e 25

44. Releasing Telephone Dectory INfOrmation .............ccceeeiiiinineniieie e 25

45. Releasing Instllation Telephone Directoriedo the PUblic. ..........evvviiiiiiiiiiiiiiininene. 25
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47. Gengal Format Standads  ........ccooeoiiiieneee e e e 26
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oL T Y 0 [0 =SSR 26
Attachmen 1— GLOSSARY OF REFERENCESAND SUPPORTING INFORMATION 28
Attachment 2—CONDITIONSFOROFFICIALTELEPHONESERVICEINPERSONALQUARTERS
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Attachment 3— SPECIAL TELEPHONE FEATURES AND SERVICES FOR SPECIFIC BASE
ACTIVITIES 37

Attachment 4— CHARGES FOR BASE TELEPHONE SERVICES 40
Attachment 5— FORMAT STANDARDS FOR TELEPHONE DIRECTORIES 45
Attachment 6— TELEPHONE SYSTEMS MANAGEM ENT CHECKL IST 48

Section A—Telephone Servic@rocedues.

1. Requesting Telephone and Telephone-Relatal Service.
1.1 MAJCOM ard Base Communictionsand Information Systems fiicer (CSO):

1.11. Processequirementdo add, change ralelete telephongervice accordingat AFI 33-103,
Requrements Deelopment ad Processing,ard MAJCOM supplerental procedures.

1.1.2 Estblish acommuncationsservice authodation (CSA), using AF Form 128, Request
for Communications Sevice, in areas whre apublic utility commision requiredariff or regu-
lated services (e.g centrd office trunking, businsslines, foreign exchangeHEX] service).

1.1.3 Get competitive bids trough gpropiiate preurement diamels for untariff and unregu-
lated service

1.1.4 Use AF Form 1218 to establish new CSAsrdo submit changego existing CSAs.

1.1.5. (Added-AFSPC) AF Form 1218, Reques for Communications Srvice for AFSPC
units/sites must ke forwarded to AFSPC CSS/SCI$150 Vanderberg St., Suite 1105, Peter-
son AFB CO 80914-4730, fo processing and sulmittal to the contracting officer. Any
changes required to an exsting Communications Service Authorizaton (CSA) must be
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requestal via AF Form 1218 and approved by the contr acting officer before authorizing
vendor to proceed. Formal training in AF Form 1218 preparation is provided by 38 LS/
LGCX at Tinker AFB OK. Reques training allocations through AFSPC CSSSCIS.

1.1.6. (Added-AFSPC) Base Comnunications and Infor mation Systems Officer (CSO)
develops tacking methods to enste maximumlimit aut horizations a e not exceeded.When

maximum limits reach 8 percent, AF Form 1218 will be submitted IAW paragraph 1.1.for

maximum limit increases.

1.2 MAJCOMs:

1.2.1. Establish procedures ensuring new or changes b existing CSAs are consistent with
Defense Federa Acquisition Reguation Suplement (DFARS), Rart 239, Subprt 239.74, Tele-
communications Seices, policy.

1.2.2 Establsh procedues requiringthe base CSO to véyi propogd leased regubted services
do not exceed CSA authiaatiors.

1.2.3 Monitor CSAauthaizations under theicontrol for adequate funding authity and decen-
tralized repoting of expenditures.

1.2.4. Make sue installations conder residual valueand obtan contactor estimates of regulated
lease costerthencompleting CSA economic aalysis.

2. Competitive Long Distance Telephone Service Follow the gudelines inAFI 33-116, Long-Haul
Telecommuntations Managment to requet competitive long disince elephoneservice. Major com-
mands MAJCOM) may provide flat-rate, long distance, nanreimbursable telephone service to terants
authaized ChssA-1 service if the host bae alsouses thiservice. When the hod basedoes not require
flat-rate, log distance servicesuch a service is specialrequirementand the terant must pg for it.

3. Long Distance Céls From BaseTelephones.

3.1 Use DSN, not comercial long dstance caiiers, to call otherDoD activities unless DN service
Is na available n a timely manne.

3.2, FederalTelecanmunications $stem (FTS)-2000 andnternatonal Drect Distance Dialing
(ID3)(formally Internatianal SwitchedVoice Services) are authdeed conmercial long distance net-
works (e paragra 12).

3.3. For verificaion purposes,document all commerdal long distance cdls (i.e., AF Form 1072,
Authorized Long DistanceTelephme Calls,or equivalent. When acall accounting sgtem is sed
(e.g., telephone @ll accountingsoftware [UCALL], UCALL combat infemation trasport manage-
mentsubsysem, etc.), AF Form 1072 orequivalent is not required.

3.4. Callers without direct long distance dialing capability must request aotantbilling account
numbe from their telephone controfficer (TCO). Give the contioor billing accountnumkber to the
baseswitchboad operato.

3.5. Program all base elephone switches, including contract-maintained and |eased telephone
switches, to bbck the se of FTS-2000for dialing local telephore numbers or chrgeable directory
asistance telephone numberallow the cpability to did directory assistarce tekphone numbert
the aseswitchboard.
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3.6. (AddedAFSPC) In an effort to keep the number of direct acess long-distancetelephone
service users and phones to a minimum, the base switchboard will place calk for long-distance
userswho do nat justify direct accessto the FTS-2000.

4. Collect Callsto Air Force Indallations The wing canmande makeslocal pdicy for handing
incoming official collect calls.

4.1. (Added-AFSPC) If/when a wing commander authorizes accptance of cdlect cdls, AF
Form 1218 nust be submitted by the base CSO to latain CSA authorization to ensue contrac-
tor vehicle isin placeto allow paymentfor collect calls.

5. Personal Calls Over Official Telephones. Commandes ard supevisors may allow pesonal cals
during work hours @ing the government lard line telephones if:

5.1 The telephone chtloes not intefere wih dficial duties.

5.2. The cdls ak of reasorable duration and frequency, and whenever possble, made during the
employeés personatime sich as afterduty hours or lurch periods.

5.3 The €lephone callserve a legitimate public interest ¢fuas wage reduces tim@gom the work
area ofimproves unit morale).

5.4. The €lephone call does noeflect advesely on DoD @ the Air Force (e.g.¢alls involving pa-
nogaphy; undficial advetising, soliciting,or slling; and inappropately discussing classified infor-
mation).

5.5. The govenment doesnot incur any long disince or peicall chages abovend beyond normal
local charges. Detemine normal lochchagesbased upm historical averages.

5.6. (Added-AFSPC) FTS-2000can be wsed for ur gent eme gercy personal calls. These calls
must be clearedthrough local commanders and supervisas.

6. Health, Morale, and Welfare Calls. HMW calls are authored over the 3N as presribed inCJCSI
6212.a and modified g CICS 6211.02A. HMW calls ae not authorized 0 FTS-2000.

6.1. HMW calls areautharized fa military and Department d theAir Force civiianswhen:

6.11. In an uraccompanid status at overss or remote geographic latons. Unaccomgnied
status is defined as separatioonfi immediate family (anyone living viih theimmediate house-
hold).

6.1.2 Peformingextended temporary duty for more tha4 days.

6.2. Military and civilian member’s immediate familiesare permittedto place cals as p@rt of the
Famiy Suppat “Hearts Apart or similar programs.

6.3 PlaceHMW callsat routine preedence, normally nobtexcesd 15 minute.

6.4. HMW calls should not exceed a reasonable frequency that is considered no more than once a
week. EXCEPTION: Emeagency calls mpaexceed tis threshold.

6.5. Extending HMW callso a commercial numbe (off-netting) is authorized, povided t doesnot
interfere with operationaiequirements, and the government does not incur any additionalfctst.
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call incuss a toll chage, bae opeators may extend the call if the calleses a credit/calling card to
chargethecall or the called party agreesto aceptthe charges.

6.6. Conduct continental Unite&tates (CONUS) on-nettirg of HMW calls as part bthe Famy Sup-
port “Hearts Apart’or other similar progams.

6.7. To maximize cwstomer sevice withou degradng missionrequirements, base CSOshould
establish ad publish the best timds makeHMW calls.

6.8 For owerseaslocations, commanders-chief (CINC) should esablish policy (according to -
SIs6215.01 and 6211.02A) for postive control of on-nd and off-net acesswithin thar areasof
responsibiliy. Makesure the use of DSN for HUW calls is n compiancewith theaterCINC policy.

7. Official Telephones in Pesonal Quarters.

7.1 United States Comptrdler Decisions B-199793 and B-223837 permit certain officials to have
government-ssigred teleplones in their quarters. Do hdelegate the ahority to members lelow
wing commanders or egivalent levels. Base such designations on functional position and misson
impact.

7.1. (AFSPC) Authority to designde dficial telephones inpersonal quartersresdes with wing
commanders.

7.11. See Attachment 2 for conditionsand arrangementsr official telephoneservice in quar-
ters.

7.1.2. Personnkauthaized official telephone srvice in quartes mustprovide separat personal
telephone service gheir own expense ffom the local commercial telephone compaaor the gov-
ernment-furnished exchanggClassB service.) See paragrap 23.1.

7.1.3. When local, undficial service is unavailablerdhe waitirg periodfor service is unaccept-
able, the MAICOM/SC may waivehe requirements of paraggaph 7.1.2.to permit dual usage of
the dficial telephore. The wser mustpay:

7.1.3 (AFSPC Waivers for unofficial services in quarters can berequeded from AFSPC
CSYSCI, 190 Vandenberg S., Suite 1105, Peterson AFB CO 80914-4730.

7.1.3.1 Theone-ime cat, if any, for conwersion to thisservice.
7.13.2 A monthlyservicecharge eqal to the chage for Class Bservice.
7.1.3.3 The cat of toll calls or other cheagesfor undficial use.

7.2 Hexiplace/Telecommunicating Suppiao AlternativeWork Sites. Publc Law 104-52 Treasury,
Postal Service, and General Gavnment ApropriationsAct, 1996,Section 620, povides hat appro-
priated funds nay be wsed toingall telephane lines, and necessary equipment, and to pay monhly
chages, inany privae residence or priate artment of anemployee who is autirized towork at
home naccordance with guidelinessued by the @ice of Personnel Mnagement:Provided that the
heal of the dejprtment, division, bureau, or fbice certifies that @equate safegrdsagaing private
misuse exist, and that the serviceis necessary for drect support of the agency's misson. (Title 31
U.S.C. Sectin 1348, Telephone Installation ashCharges.

7.2.1 Unit commandersn coordinatia with thelocal personné office, may authaee peasonnel
to work at an appoved flexiplacelocation Unit commanders may also authrize the installation
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of a personal computeapplicable software, modeniax machins, and datgtelephom) lines to
support accss at the alternate wotkcation (see FederaPersonnel Manual SystenisPM Letter
368-1dated 26 March 1991, Subgct: Federal Flexilbe Workplace Projet; and PublicLaw
104-52, page 109 STAT 468, Section 620 [Title 31 U.S.C. Section 1348]). Unit commanders
shouldwork with the supporting commurations unit to identify the ecessarysuppat require-
ments ad restrictions.

7.22. The unt commander authorizing ¢falternate workocation must:

7.2.2.1 Determne governmenrprovided communicationewice isnecesary for direct sup-
port of the agency's mision.

7.22.2 Fund fa necesaryequipment and phoe linesnecessary to suppat the mission.

7.22.3. Make surehe alternag work location is an economicabption to havirg the individ-
ualwork in the office.

7.2.2.4 Authorize paymenfor installation am morthly recurring charges.

7.22.5. Certify that adequate montoring capailities and safegardsagang private misuse
exist. Such certification should accompany signed employiéexiplace agreement.

7.2.2.6 Accountfor government-povided equipmentma handreceipt and inventoy annu-
ally.

7.2.3. After approval basecommunications units will work with the reqting activity to estab-
lish the grvice ard required safeguards.

7.2.4 Because of therestrictions pertainigito the use of appropiated funddo supportelephone
servicein private quaters, requiring unit commanders must certify that support regdeunder
this provision is for an approved flexiplace location as defined bya@ire personnel guidance.
Certification mustaccompany the communications and mhation systems requiremerdnd be
retained bythe comnmunications office as lag as serice or equipment is provided to the flexi-
place location.

8. Using Calling Cards (Credit Cards, Including Inter national Direct Distance Diding Service).

8.1 MAJCOM commanders may apprethe useof telephore calling cards. They magelegate tins
authaity to the wirg commande

8.1. (AFSPC) The wing commander approvesthe use 6 long-distance telephone calling cards
on thebase. This may be delegatedto the Base CSO.

8.2 Cardholders musign thefollowing statement and callingacd/credit card isuers must &ep the
signed statemenindil e aslong as the pson hasthe card:

“I (namg acknavledge receiving telephone callgcard number (numbe) on (datg. | furtheracknowl-
edgethat thiscard isfor dfficial use only. | must safeguard this card from lossand fauduent or undficial
use. My failure  do so may result in disciplinary action and drect billing. | agree ¢ retum the cad to
the isuing dfice when | an trarsferred,separate from theservice, or no longe require it b peform my
official duties.”

(Signdure)
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8.3 Calling cards aressued for official use only. Military cardholders who use the ddor undficial
useviolate Article 92 of the CMJ and ae subject to diciplinary action. Smilarly, undficial use by
acivilian employee maresult n administrative tciplinary action undeAFI 36-704.

8.4. Each cardholdermust provide tke TCO with sufficient informationto complete Ai ForceForm
1072,0r equivalent, befee the end ofeach month.

8.5, HostMAJCOMs may permit usingatling cards rom homestation. The hst must fund costs
accordimg to AFI 65-601V1, Budget Guidace ard Procedues

8.5.(AFSPQ) Long-distancetelephore calling cards may be usedfrom home stdion for official
calls; user determines need.

Sectiom B—Responsibilitie s for Telephone Sevice.

9. Major Commands.

9.1 Make suranstallationsunder theirommand comple¢ annud physica inventaies ofall leased
telephom services usd on the instllation.

9.11. (Added-AFSPQ) Certifi cation of funds for the next FY will be provided to AFSPC
CSS/SAS not later than 1 Aug of the curent yea. Base CSOs will povide their in ternal
control procedures to AFSPCCSS/SCIS. Bae CSOsare responsble for compliance with
this instruction. Administrative or disciplinary action isthe responsibiity of the Base CSO.

9.2 Make sure ingtallations establish internal controls over leased ¢lephone services ad monthly
lease payment

9.3 Conductreviews to detanine if installations have a complete and valid inventof base tele-
communicationgquipment ad services, and lave establishal inventay contrds.

9.4. Requireinstallationsunder theicommard to validate the telephor bill as dficial, befare autho-
rizing payment.SeeSection Gfor billing procedurs,

9.5. Provide CSA training for persoreh who proces regulated teleommunication services.

9.6. Obtainadvice on égal issuesrbm HQ AFCA/JA. HQ AFQ\/JA represents thdir Forceon
legal ssues related to tghhone sytem. They provide advie and asistance to lasecommunications
and kgal officeson telephorissues.

10. Base Conmunications ard Information Systems Oficer.

10.1 Operations.The base CSOr@ designatedepresentative:

10.1.1 Ensuredelephone servce mees installation misson requiremerts ard complies with
DoDD 464013.

10.1.2 Supervises owrall operation and nmeintenance of kase téephone and telephone-related
facilities. The CS doesnot supervise @iomer-ownedtelephore devices.

10.1.3 Invertories leased €lephone ervices anmnally; reconciles al discreparcies; updaes the
inventay for aded or deletedervices and verfies the amount and typof servie authaized on
theCSA.
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10.1.4 Controls on-and or df-netting toensure it desn't regatively affect the overall base mis-
sion.

10.15. Verfies how much goernment-owned basielephone equipmentr@ircuits a contractor
usesand givesthisinformation b the appropate contracting fiicer for payment.

10.1.6 Conducts voice operationscaording to Allied Communications Publication (ACP34,
(C) Telephome Switchboad Operating Procedues (U)

10.1.7 Certifies to the base accouning and finarce office (AFO) that clarges and services are
proper ard correct aml verifies aedits. SeeSection Gor billing procedure

10.1.8. Requests reimbursement for overpayment of telephone billing charges from sevicing
vendors.

10.1.9 Maintains a magdr list of numbers and locations of coin-opeiated and oinless (@lling
cargd telephores on the bse. (NOTE: These telephones Wiktill operate if the baséelephone
switchfails.)

10.1.10 Establiskesloca policy ard provides guidanceotTCOs.
10.111. Establshesacustomer edwation program.

10.112. Establshes guidelines to ensuFd S-2000 wsers are infoned of the properrpcedures
to repot mis-dialel or wrong numbes.

10.1.13 Briefs al TCOson their duies ard responsibilities.

10.1.14 Hold pesonnel(including unit TCO) respaible andaccountable for imi@menting this
instructon and its billing controls; and initiate agpropriate aministratve or disciginary adion
whenthese indvidualsdo nd comply.

10.2 Maintenare. Thebase C® or adesignatedrepresentative:

10.2.1. Sets uppositive controls to prevent unauthorized telephone switching system software
modifications exept from specifc programming ad maintenane statiors.

10.2.2 Appoints peronnd to secue the remote diagrostic supprt (RDS) savice. Provides
maintenane diagnostic§rom these paitions or fom RDS facilities conforming with thecriteria
in Section |

10.23. Establisles proceduresto promptly restore telephone service:

10.2.3.1 Compilesacircuit restoration priaty list and updatesnnually orsooner if mssion
requirementglictate a change.

10.2.32. Validates the list with &se-levelauthorities following initial compilation and ach
update.

10.2.3.3 Gives a copy of the sioration priaity li sting to the ®rvicing commercial telephone
compaly. Thislist shodd only include circuitsrequiredto accompish the mission.

10.23.4. Prepareemergency poceduresto restore contractar Air Force-owned and main-
tained sgtems.

102.3.5. Ensures that emegercy procedures include criteria for notifying thedb security
and law enforcement ofg the local Air Force @ice of Special Investigations (AFOSI), and
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the procuring contractingticer, if any.

10.2.3.6. Asks the contracting officer to find out if the gvemment must pay for repairs to
leased systemsfor damag cau®d by an at of nature.

10.3 Construction.The base CSOr@ designatedepresentative:

10.3.1 Monitorsconstruction activity to protect gesnment-owned or commercially lesd sys-
tems cablesgaerial and buied) duing exavation a construction and enstes diggng permits are
reviewedand procasel prior to any exavation work.

10.3.2 Makes surecommunications peronnel follow AFI 32-1031, Operations Management,
whenexcavating for communicationslaes or facilities.

10.3.3 Maintains liaison wh base civi engineers, communicationsystems engirgs, approjpi-
ateservicing contracting tiicers, commercial telephone comgmies, and other agnciesresponsi-
ble for corstruction activities.

10.3.4 Assgsts the base il engineers aml uses in developing prewiring, cable, ard senice
requirements foall constructon prgjects.

10.4 Statements & Work. Thebase CSO or a designated represerdtive:

10.41. Reviewsstatements of work fobase pg telephone ervice to make sure this service does
not intefere with base official telephoneservice.

10.4.2 Sendsstatements & work to the wing commaner for final appoval.

10.4.3. Reports suspected or documented contrad performance deficiencies to the appropriate
servicingcontracting officer.

10.44. Prowvdes the bae budgeoffice costestimates fotelephone facilitiesandservicesfor cur-
rent and subaquert fiscal years.

10.4.5 Provides group billing numérs, trunks, in-dial statiors, or other appropriate identifying
numbes © the TCOs fo billin g identification.

10.4.6 Informs the apprapate servicing contracting fficer well in advare d requrements for
nontariff telephone servise

10.47. Makes sure contracts coveryaimmmercial activiy providing systemsservices orequip-
ment faling within the manageent responsibility of the bse communications activiy. Refer to
AFI 33104, Base-LevePlanning ard Implementatio.

10.4.8 Maintains acurrent copy of all appliable CSAs toensure propemonthly tel&eommuni-
cations cerfication.

11. Base Organizaional Commanders.

11.1 Appoint prmary and alterna TCOs. The unit'sTCO isthe individual wio authaizesand con-
trols lorg distance telephonwll calls and acts as the focal point feviewing all unit communica-
tions requirementbefare submitting thento thecommunicationsquadron.

11.2 TheTCO:
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11.21. Authorizes, contrds, and maintains a reco(dF Fom 1072 o otherMAJCOM-approved
document) of unit log distane toll calls.

11.2.1 (AFSPC) If your switch hasthe capaility to identify all long-distance callsby exten-
sion or user, the AF Form 1072, Auhorized Long Distance Telephone Cdls, is optional. The
switch call detall listing serves atherecad of call usage and can be wsed for validation and
verification.

11.22. Reviewsandsubmits sulscribers' telephone work order requests fiastallation,removal,
andrelocation of telephone evices, and makes sure sahibers return unused telephone equip-
ment b telephonesystems persoreh

11.2.3 Gives tle CSOan estimate of fundsrequired by the activity for commercial long distaice
telephone calls.

11.2.4 Perfams andsubmits anannual inventoy of installed telephoaequipment itemand &r-
vices to the base CSO.

11.2.5. Verifiesunit mission equires the telephone equipment items and services listed on the
inventay listing asspecified n DoDD 4640.13.

11.2.6 Certifies authorized fhicial calls listed o Air Farce Form 102 or equivalent document
and implementscontrols ove billings within ther areas ofesposibility.

11.2.7. Instructs tle calling party to use aspecific billing number or catrol number (telephone
numbe or group blling numbe) for killing procedures whe placing operatorassisted long dis-
tancecalls. Establshes internal procedures with furttentrds to satify local requiremerst

11.2.8 Distributescustome education mateals from the base CSO.

11.29. Perfamsany additionATCO duties asleermined ly the bae CSO and local polig (see
Section Glor billing procedues).

Section C—Telephone Systenmand Networks.

12. Air Force Policy on Useof the Federal Telecommunications System(FT S-2000) and Interna-
tional Direct Distance Dialing. The following applies:

12.1 Use AFI 33-103 to develop aml process requss for FTS-2000 and I8 service.

12.2. Send all approved requestsfor FTS-2000 and 1D3 savice through the host MAJCOM/field
operaing agecy (FOA) prior to forwarding to appopriate OSA office for processing. DSAC
310-130-1 procedures appl

123. Use of FTS-2000 is mandatory for DoD non-Warner exenpt dedicated transmission service,
inter-local access and transport area regquients unless you can providergice on a dedicated com-
monuser system without tie expenditue of appropated funds b expand tle network. Communica-
tions managers will ensure telephone switches ae mnfigured to block loca users from using
FTS-2000 © make loal off-base calls wheaver local service is provided directly fra the loal ser-
vice provider.
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13.

12.3. (AFSPC) FTS-2000 isthe anly authorized AF CONUS long-distance servi ce provider.
Special long distance regirements that cannot utilize FTS-2000 require a waiver. AFSPC CSS/
SCI provides waiwer guidance a a caseby-case basis.

12.4. To better control and reduce the overdl cos the Air Force pays for long distance telephone

cdls, HQ USAF/SC mandatesthe use of persoriaidentficaion numbers (PIN) wen making an

FTS-2000telephone call. Undethis policy, MAJCOMs will ensure theibases developimplement,
and contol PIN asignmentsto authorizedFTS-2000 users. @gram al NorthernTelecom
(NORTEL) digital telephonawitchesto accept PINs foprocessing FTS-2000calls. Units that do not
havea NORTEL telephonesystem irstalled on their basemustasses the cost of required software

and equipmert for implementng pins vesus he beneitts of reducingthe tota cost of providing

FTS-20® service. PIN length musbeat least six nunrée or alphanumeric characters.

124. (AFSPC) PINswill be asignedto selected indivi duals/groups who have a vaild continual/

urgent need for direct access. FTS-2000 Administrators will hold to a minimum the number of
individuals and phaes having direct acess to FTS-2000. Requesters must show misson cri ti-

cality, urgency, or frequent administrative use ajustification for on-netsystemaccess. Users of
the FTS-2000 wio cannot justify a PIN will place their calls through the loca switchboard oper-
ator.

12.5.(Added-AFSPC) Government enployees ae acountable for service and usage of govern-
ment property. Unauthorized use ofFT S-2000 for per sonal a unofficial businessis a violation.
Violators are respmsible for paying for the cost of the call, the additional DITC O/GSA sur-
charges, and any local communications unit administrative costs incurred (suggest $20).
FTS-2000 Administrators will report violators to their respective commander for appropriate
disciplinary actions.

Air Force Policy for Useof 1-900 TelephoneNumbers. Thefollowing applies:
13.1 Authorized for official busines orly.
13.2 MAJCOM establishesapprova authority.

13.2. (AFSPC) For AFSPC approva authority to use 1-900 telephone nutpers contact AFSPC
CSS/SCl.

13.3 Follow the guidelinesstablishd for long distare @lling in paragraph 3.
13.4 For direct dialing of 1-900 ¢élephone numbers, #following guidelinesapply:
13.4.1 Establish a separate s$of servicefor numbers wit 1-900 capabiliies.
13.42. Establish customer accawodesfor each organization wib humbers wh 1-900 capabil-
ities.
13.4.3 Establish an authization codefor each user authorized d dial 1-900 numbers.

13.5 For operatofasssted calling of 1-900 numiog follow the guidelines eablished in paragraph
3.

14. Deferse Switched NetworkAccess. DISAC 3106225-1,DSNPhase IUser SevicesGuide, Chapter
6, pwblishes nanagement guidelines for precedence &cess threshold PAT) setthgs MAJCOMs must
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use thee guidelines to restrict DSRAT aceess to a prcentage of DSN sers. Comply withPAT settings
establshed ly DISA.

15. Defense Switched Netwde On- or Off-Net Calling.
15.1 Authorized Actions:

15.11. Placing an icial call to a DSN operatdbase opetor) from a commercial network and
having the operatoextendthe call overDSNto a DSN number(on-netting).

15.1.2 Placing an dficial call to a DSNoperator from a DSNumberand having the ogrator
extend the céko alocal commercial number (éf-netting).

15.13. Placing HMW calls aauthorizel in CJCS 6211.02A. See peagraph 6.

15.2 Prohibied Actions. Automatic on- ad off-netting of calls is pohibited exceptas authorized
according® CJXCSI 6215.01, paragraph 9b(4).

152.1. DISA must approve plans for automatic interconnection. Forward your proposed pan
through your MAJCOM for review and endorsemeni AJCOMs will then faward the plan to
HQ AFCA/GCL ard HQ AFCIC/SYN for furtherstaffing, then a to DISA for approval.

15.2.2 Plans musinclude positive idenfiication of usersdetection and prevention 6 fraud, call
identification, call accountingand official calls onl. If DISA appoves the planuse automatic
interconnectian for official busines onl.

16. Air Force Policy on Lead Telecommunications Cables.The followingapplies:
16.1 For CommercialTelephone Company-Owd&abks:

16.11. Do notaccept “alandoned” calds fromany commecial telephone companyithout first
consulting your base legal office, base civil engineering environmenrtal flight, installation
bio-environmentaénginee, the environmental magement &ice,andMAJCOM.

16.1.1. (AFSPC) Before acceptng "abandoned" cables from any commercial telephone
company cortact AFSPC CSSKECI.

16.2 For Govenment-Owned Cabls

16.21. Coordinate with base civil engineering environmental flight or environmental manage-
mern office, andthe installation bio-environmental engineebefae repaiing, exavating, or
removing cables sugpeded of containing lead. The environmental engineering team can offer
advice @ how b minimizehealth risks and Ai Force liabilty.

Section D—Specid Telephone Featues and Servces.

17. Major Command Respamsibilitie sfor Feaures and Services. MAJCOMSs retain or delegate
approvaauthoriy for special telephone feates a services.

17. (AFSPC) Speadal telephone featuresand services approval rests wth the wing commander.
This may be delegatel to the BaseCSO.

17.1. (Added-AFSPC) The fdlowing guidance constitutes Air Force policy on voice mail sys-
tems(VMYS).
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17.1.1 (AFSPC) Bases andsites will procure centralized voicemail systems which integrate
with either the basetelephone switch or the telephone sevice provider and avoid
stand-alone systems. Communications units should evaluate the base-wideequirement for
voice mai and plan for a basewide solution. When evaluating options for satisfying user
needs, the analyst must examine serviceand total costs to acquire, install, support, and sus-
tain the system ower its expeded life cycle.

17.1.2. (AFSPC) AFSPC/SC @an approve waiver to purchasenew or expand existing
stand-alone voicemail systems whenthe mission and business cases canpelling and docu-
mented. Existing stand-alone VMS can remain in place ifit is economcal to do so or neces-
sary from a mission standpoint.

17.1.3 (AFSPC) Every ingallation will review exiging on-call VM S maintenance ard ser-
vice contacts to ersure they have a cost eéctive support arrangement matched to mission
needs. There is $rong evidene indicating that we are paying sulstantial sumsfor contract
support wedo nat needor can obtain from alternate sources.

18. Single-Line Telephane Concept Modern elephonesystems technology offers many opportunities

to meet customea needsn new and dferent wag. Air Forcewill take advantage dhe modernelephone
switches and key siems tareplace oldetkey systems andedice the cost ofystems opetion and main-
tenarce. Before irstalling or continuing to se key systemsevaluate thesystems that aravailable and
select the system that meethieneed at the least total sito the AirForce. To ensue the AirForce takes
advantage of thesenew systems, dl bases should have their sygems telecommunications engineering

manageitbaselevel include a 5-year migtion plan in their bae blueprint documentMAJCQOM s should
also include te¢phoneswitching andor distributionsystemsupgrades in thir plannirg during the pro-
gram objectives memorandum prase

19. Key Systen Approval Authority. To help esure theAir Force is taking advaage of our modern
excharges, requirenents for rew key systems atlocaions ®rved by base eéctronc exchanges reguire
MAJCOM/SC approval. MAJCOM/SCsmay approve the purclsa of newkey s/stems only when the
key system povidesthe bet overal solution to satisfy the opeational requrement.

19. (AFSPC) Forward requirementsfor new key systemsto AFSPC CSSSCI.

20. Cellular/Mobile Telephone Sevice. Usethes savices only wien theyare the mat costeffective
way to provide the nessary communiations. For inventoy contol andestablishment of cellular tele-
phone(CT) service, follov the proceduressiablished n AFI 33-106 Managirg High Frequerty Radios,
Land Moble Rados, Cellular Telephoms, and the Mitary Affiliate Radio Systen.

20. (AFSPC) Wing Commanders aeresponsble for approving, funding, and tracking cellular tele-
phones(CT) service within their respective wings.

20.1 Use regular telephongand lines) as a first pridly when andvhere avadble. Cellular calls
generally aranore expensive; limit their usecaordingly.

20.2 UseCT for official business. While an occsiond personal callon aCT is justified undesome
circumstances (g., cal home to infom a spouse of membks whereaboutsvhen delagd by dficial
business a in emeagency situations), you must keepck of, andreimbursethe governmetrfor per-

15
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sonal calls maden a CT. Personal callsroyour government cdlphone should éthe exceptionnot
the rule.

20.2. (AFSPC) The CT wser must reimburse cogs associded with " unauthorized personal use"
via the cash collection voucher process Wings are authorized to manage thereimbursement
process in the most efective manne, while complying with the applicable regulations Wings
may also ald a processing fee, for the cost to the government inprocessing the cash colleobn.

20.3.(Added-AFSPC) CTs ae issued specifically for government use only, not for personal use.
In rare and exceptional circumstances asupervisor may authorize personal use of a govern-
ment-provided CT. The authorization must be in keeping wih the intent of paragraph 2-301a
of the Joint Ethics Regulation. Any use dher than that specifically authorized by the supervisor
Is " unauthorized personaluse”.

204. (Added-AFSPC) Call detail recordg/bills asociated with CTswill be verified in full. Sta-
tistical samplingis not allowed. This is nitiated to focusthe user onthe danger d cloned ghones
and resultant illegal calls billed to the Ar Force.

21. SpecialTelephone Featues and Services foBpecific Base Activities. See Attachment 3.

22. Telephone Service for ®ographically Separated Units. Small df-base unitssuch asReseave
Officers Training Corps cetadhmens, get elephme services through the comrander of a het support
ba®. The host support bae communications unit activity prasses bils using a fund citation provided
by the mrent MAJCOM. See paragraph 32. for bills for service provided to geographically separaed
units.

23. Unofficial Commercial Telephame Service.

23.1 In Quartes:

23.1.1 The bae communcations unit may install and maintain undficial telephane wiring for
dormitories, military family housing, visiting airmefs’ quaters, visiting officers’ quartes, tempo-
rary lodging facilities, et. In addition, they may install and mantan wiring to these activities
whenunusud condition warantsit.

23.1.2 At locations without a communications wit, the senior rarking individual designaes a
responsible activityo peformthese duties except whenethost base employs lodacontract ®r-
vice. Thebase lmusing manager reimburses authorized epensesincurred by military housing
occupants The basenay sevice billeted facilities by a baseawardedcontract.

23.1.3 The base communications timaintainsexisting permanently installed telephoneti@ts
and wring in quarters. Occupants wil not add o move telephone outlets withioapprovalfrom
the base housig marage. Occupantsmust pay fa additiond telephone outlets.

23.1.4 If the hosing managerequires itpccupantsnustrestore all teephone wiring ad outlets
to the aiginal corfiguration before cleariig quarters.

23.1.5 In order to provide dial-tanacaess to cgtomers in barreks, family hosing, andother
undficial facilities an base, appropriatd funds may be expendedrfmaintenance and construc-
tion of infrastructue connecting suclsites and theeommercial telecommuncations srvice po-
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vider's mints d presence.Contact HQ AFCA/JA on issueselated to egablishing minimum
pointsof presence.

23.1.6 The individualsubscriber muspay fa renting, acquiringand maintainingquipmert and
all usage chegesfor persond telephoneservice.

23.2. In Air Farce-Owned Facilities Othe ThanQuarters:

232.1. Subgribers instll and maintain new wiring for unofficial service @nsisent with their
organizational polig.

23.2.2 Thesubscriber must getauthorization to istall telephoneequipment (see AFI 32-9003

Granting Temporary Use of Air Foce Real lPoperty), where non AirForce-ownedwviring exists
in or an Air Force redproperty.

23.22.1 The baseCSO coordinatesll such requsts.

23.2.22. Unless pecifically approvedthe authorization is agpmit for DoD subsribersand
a revoable licerse for nan DoD subscribers.

23.2.3. Unless modified by the real state docunent (e.g., lease, outgrant, et.) or contrect, the
base CSO matans all permanently installed building wiring that existed in the facility before
occupancy W the sulscriber.

23.3 Non Goverrment-Owned Feacilities On Air Force Prperty. These fecilities irclude séf-sus-
taining banls, credit uions on CONUS bases, and othe commercial activites. The sukcriber
installs, repairsand maintainsll outlets ad associateaviring.

23.4 General Unfficial Commercial Telephom Sevice:
23.41. Thesubscriber fundsll costs.
23.4.2. The basecommunications activity handles repairs when govemment-owned or -kased
facilitiesor equipment are part of the circuitry.
Sectilmn E—Secue Telephone Servie.

24. SecueVoiceProcedures.
24.1 Acquiring Equipment:

24.11. Only the Gfice d the Assistant Secretaryf @efernse (OASDC3I) can approve acquiring
secure digitd switching systemsfor secure vace use.

24.1.2 MAJCOMs, FOAs, o direct reporting uits can approvecguisition of other gcure vace
systems.

24.2 Processing Puchase Requsts:
24.2. (AFSPCQ) Process DRSNrequiremerts through AFSPC CSS/SAS.

24.2.1. ProcessDefense Red®witch Netwak (DRSN) requremers per CJC$ 6215.01 and
USAF Intelligence(USAFINTEL) 201-1,(C) The Seurity, Use, and Dssemination of Seitive
Compatmented Ifiormation(SCl) (U); or Air Force Systems$ecurity Instruction (AFSSI) 4100,
(C) Communications Sedty Program (U)(will convert toAFl 33-201).
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24.22. FLASH OVERRIDE and FLASH subgribers MAJCOMs are respnsible for
class-marking RED switch sugcribers and making sure thessubscribers are ridolocked. (The
numbe of FLASH OVERRIDE sulscribers may not exeedthe number 6 FLASH OVERRIDE
and FLASH trunks.)

24.2.3 UseCJCSI 15.01and AFSSI 4D0 pracedures toapprove dianges in beation, maxi-
mumcalling aea, ad maximum callig precedeoe.

24.2.4. Use CJCSI 6215.01 procedures to approve new requirements for FLASH OVERRIDE
and FLASH out-of-areacalling capabilty, ard securevoicecommunication terminals in qarters.

24.2.5. The teleplone secuty group approves an processesiew hadwarerequrementsor
changes to egiing hadware according to USAFINTERO01-1; DoDD 5000.1,Deferse Acquisi-
tion, March 15, 1996AFSSI 4100;and otheappropriate puldicatons.

24.2.6. MAJCOMSs approve secure termnal equipment, such as secure telephone units (STU),
Telecommunications Service Priority sydem (T3)-2000, VINSON, PARKHILL, and Digital
Subsciber Voice Terminal.

24.2.6.1 Order supportingSTU-I11 key material peAFI 33-209, Operational Instuction for
the Scure Telephone Unit (STUH) Type 1.

24.2.6.2. Order supprting key material for all other seaure terminals per AFKAG-2, AF
COMSEC AccountingManual MAJCOMs must inform uses of securty limitations for their
facilities.

24.26.3. AFSSI 4100 sets procedures hat apply to fixed wire line secure wice additions,
changs, ard deletions.

24.26.4. USAFINTEL 201-1 gives proceduresrfgprocessing Sensitive Compartmented
Informatian (SCI) requiremerd.

24.26.5 MAJCOMs maiage secure élephoneservice in motor vehicles.

24.2.6.6 Use secure voice sgems to gcure information up to and includingOP ECRET/
SCI.

24.2.6.7 To minimize seurity risks, MAJCOMs must implement and follow approte pro-
cedures in nationalirectives; DoDDs; USAFINTEL 201-1 AFPD 332, InformationProtec-
tion; AFSSIs; Air Forcesystems scurity memorandumsand progam security clasification
guides. Seare voice users mst conform with AFJI 31-102, Physial Security; AFIs
31-101V1, The Air Face Physical 8curity Program 33-203,The Air Foce Emission Secu-
rity Progranm and 33-22Q On-HookTelephone &urity (see Sectionl).

24.3 Suggesting Impovementsfor Securé/oice Systems or Equipment:

24.3.1 Submit all sugggions, modification requsts, and oth& recommenditions to scure vace

systems or equipment to HQ AFCA/GCLYV, 203 West Losy Street, Room 3065, Sott AFB IL

622255234, for evalwtion. This pocedure applies to all hardware, fimware, andsoftware rec-
ommendation$o scure voice sytems.

24.3.2 After evaluating suggestions, HQ AFCA/GCLV processes tlem according to directives
and publiations.
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24.33. HQ AFCA/GCLV coordinatesrecommendtionswith HQ Air Force Materiel Command
befae gettig HQ USAF approval.

Sectiomn F—Telephone Monitorirg and Recoding Procedues.

25. Categories. Three sets of authorizatiorend proceduregovan moritoring ard recording telephone
conversatios

25.1. See AFI 33-219, Telecommunications Monitoring and Assessment Program (TMAP) DoDD
4640.6, ad AFPD 332 for information on monitong and recording procedures faformation po-
tection purposs.

25.2 SeeAFI| 71-101V1, Criminal Investigatons, for guiddines o usng tlephones for échnical
surveillanceactivities for law enforcement purpses, including boniv threats.

25.3 Se2 DoDD 464.1 for guidelines on montoring and recording telephone canmunications by
management activities, commamakelligence, emgency centers, and themed ForcesRadio and
Television Sevice.

26. Controlling Recadings. Activities recording telephone congatons must:
26.1 Use acquirdinformation only to accomplish teAir Force @ DoD mission.
26.2 Allocatefundsfor telephonanonitoring,recording equipment, ahnecesary experses.
26.3 Contrd acaess to recordtapes.

26.4 Notify appropriate indiviluals if adoubtexists that a party is not awre of the reording and
monitoring practice. Publish recording practices in the base telephone directory advesnsghat
use of government telephones aitutes consen by the user © comnmunicationssecurity (CQM SEC)
monitoring.

26.5 Mark recorded tapes with the appriage classification am handle according taesurity direc-
tives.

26.6 Destrgy recorded dataassoon as pssible,consistehwith operationd need, normallyvithin 30
days afterecordng.

27. Prohibited M onitoring and Recording Activities. You will nat:

27.1 Record conversatiorfsr information systems managmert purpos (i.e., mortoring to deter-
minevoice qualiy, etc).

27.2 Monitor Elephone conersatons b determine whéter thecommuni@tion is for official pur-
poses.

27.3 Use pen registers orsimilar equipment unlssin according to AFI 71-101V1.

28. Requesting Exceptions to Recording Policy. Request waivers to this policy fromHAFCIC/SY S,
1250 Air ForcePentagon, Washington DC @330-1250.
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29. Unauthorized Monitoring or Recording Devies. The discovery of urauthorized manitoring or a
suspected @vice isclassified SECRET/NOFORN (Not Releaable b Foreign Nationals). If you discover
or susped that individuals ae using unauthdezed monitoring orrecordirg devices:

29.1 Leavethe device pwires inplace and securedlarea tgprevent tampeng orremoval.

29.2 Notify the nerest AFOSI office bythe most secure means available; do this fro outside the
affected area (seéd\Fl 71-101V]).

29.3 Do na disseminate infamation corcerning suspected monitorgpor recordng devices without
specific authorization of the USAF Technical Surweillance Countermeasures (TS®1) Program
Administrator atHQ AFOSI. Brief only personnel with a ned to know and hold trse lriefingsat the
local AFOSI dfice or at alocation de¢rminedby theTSCM Progam Administratar.

29.4 Continue normaactivity in the area, coastentwith esentialsecurity precautios

29.5. Contact local telephone representatives for assstance anly when directed by the wing com-
mander or AFOSI persoahn

Section G—BIlling for Telephone andDther Commercial Commnunications Sevices.

30. Verifying Bills. There are many types of comrmaal communications serees tlat are billed to the
Air Force. The mcedues beloware designedpecifically for telephone service. Basshould adopt, and
use these pramlures where g@plicable, for other commercal servicessuch as ds, Internatioral Mari-
time Satelliteetc.

30.1. Billing and Payingy. Federal agencies mst payapplicable interesbr late clarges if thg do not
makepayments ly due dates.Thereceiving uiit (addressee) must datestanp all telephone company
bills immedetely on receipt. Use the daite-stamp todetermire the payment due ate when a ariff or
contract does not show@ue date The CSO pa designated represatine certifies the bill's acuracy
befare ®nding it to the base AFO for payment.Theseguidelines apply:

30.1.1 Prampt PaymenhAct.

30.1.11. Submit certified bills to the AFO for payment ridater than (NLT) 6 working days
befare the due date.

30.1.1.2. Where astate's public uiities commission @ othe regulatoy agency has approved
a lake payment taff, use the tarff due date. You mustpay latecharges if you don't py the bill
by the due dite.

30.11.3 Where ya purchae orleaseservices orequipment under a cordct, make the pay-
ment by the datspecified in the contractWhen the contract has no thor contact due date,
make the pyment NLT 30 days after ya receive it. If a bill is not dag¢-stanped, male the
payment NLT 30 daysafter tre invoice date.

30.1.2 FTS-2000 billing procedures. EachCONUS MAJCQM/SC or equivant mustestabli$ a
localfacility progam designata codefor each basén coordinatiom with the bae CSO. This pro-
cedure keeps fundycontrd at the u®r level, with the base CSO issuing furmadg authoriy to the
Defense lformatian Techndogy Contractig Office (DITCO) annualy.

30.1.21. Billing procedues. Eachmonth, thecontactor gives thebase the al detail record
(CDR). DITCO gives the CS@he cwstome cost ard obligation data.The CSO fas 10 days
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to dispute chayes.

30.1.21.1 Given no billng diseepancies, DTCO charges the basesing transactiorfor
othas (TFO) o trarsaction by othergTBO) procedure.

30.1.2.1.2 If billing discrepancies donot exceed $1000, DITCO dill charges thebase
using TFO or TBO procedure®ITCO gives the base areditafter resolving the dispute.

30.1.2.1.3 If billing discrepacies ae equal to or morethan $1,000:
30.1.21.31. DITCO adjustghe base'ill if they agree theharges ae incorrect.

30.12.13.2 The appopriate base authity settles each uasolved discrepang on a

case-by-case lasisif DITCO dsagrees.Disbursethe undisputé amount using TFO or
TBO procedurse The bae has 60 days to pmg evidence to DITO regarding the
disputel amount befee payirg the bill using TFO or TBD procedures.

30.1.2.2 Resolving FTS-2000 CDR disput The CSO documents disputes not resdlder-
ing the 10-day period by preparing an adjusment request and sending it to DISA/DITCO/
RRA. DITCO must receéve the adjustment requestwithin 60 days of recéving the (DR.
Notify the CSO when the parties redwcresolution al you male adjustmerg.

30.1.3. Colledion for Unauthorized Use of FTS-2000. Compute the cost of all unofficial
FTS-2000 ells an the bais of the commercial rate of #8n/FTS-2000service provide. Also calcu-
late the administrative costs of determ@the call was unautmized, plus the cost of processing
the colkction. If the unit collects thecost of the nauthorizedcall before receiing the bill, the
CSO aposits the myment into the Appropriation or Suspense Account 57X6875 and transfers
fundsfrom the suspnse accourntb the appopriation that pad the bill.

31 Procesing the Bill s. The communications unit (adaessee) separates the telephongldinto groups
(recurring, nonrecuing, FTS-2000 long distancerdct-dial or equivalentesvice, andspecialized or ded-
icated equipmetror service) for histaica comparison pverification. The CSO wil:

31.1 Certify the voucher (Standard e [SH 1034,Public Voucher for Purchases andServices
Other Than Personal) and send b the AFO for procesing.

31.2. Maintain amonthly summary spreadsheet showing the totals of individual monthly spread-
sheets (including automated or nanual spreadsheets) for different typesof charges (e.g., reurring,
FTS-2000, tolls, etg.

31.3. (Added-AFSPC) The billing clerk wil | provide a copy ofthe paid SF 1034 Public Voucher
for Purchasesand Services Oher Than Personal, for regulated sevices,or a monthly total
spreadsheet, to 38 LSLGCX, 422 Hilltop Rd, Ste 21, Tinker AFB OK 73145-2713 on a
monthly basis.

32. Judgmental Samging of “Toll” Calls. Federal stattesrequre the Secreary of the Air Force or
designedo certfy long distance telephomalls as d&icial beforepaying for them. United States Comp-
troller Decision B-2179% says yau neda not verfy everycall. You may use other proceduresjch asa
statstical sampling or historicd da, to satsfy the statutay requirementd theyprovideahigh degee of
reliability or certainty thatcertified calls were dficial. The CSO will establish local verification proce-
duresto cetify bills or categoris of hills (e.g., repetitive onetime service blls for installation, removal,
or relocatian of instrumens) as dficial.
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33. Federd Telecommunications Systen-2000Verification. Use a judgmental sampling tonfy bills

for FTS-2000. The @neral Services Admigiration (GSA) is he governrent's contracting agency for
the FTS-20M and disburses fundsd the contracta. GSA states thdahe government isdble for all calls

placel over theFTS-2000. The purpose of veriication isnot to ertify the bill for paymemnbut to protect
the sytem from abuse by collecting paymentin thosemaking undficial calls. Gedit the amount col-
lected to theaccount tat orighally paid the bill. Once a math DITCO dstributesa hardcopy of the

FTS-2000 bill to the communications unts. An electronic copy is also available from DITCO. CSOs

should consideautomating tle process d verifying thebill.

34. Verifying Other Charges, Credits, Local Service,and Equipment Charges(Recurring And
Nonrecurring Char ges). At some beaes,the telephoneild includes buk messageunit chargesfor direc-
tory assistarte calls, dial9 access, and interzoacalls. Handle theseharges as an addinal cost to the
city trunk bill. The bae CSO o0 a designatedrepresentative (1ot the billing activity) compares chiges
for hilled local service ahequipment wih governmehrecords ad CSAs a othe contracts.

34.1. Comparing Billing. Usethe date and nature of theservice to compare items darged to the
authaization document.The bas€CSO(not thebilling activity):

34.11. Compares datesothe “explaration of othe chages andredits’ with the dates shvan on
the corresponding authrezation documen{e.g.,DD Fom 1367,Commercial Communications
Work Order, and A= Form 9,Request for Purchase).

34.1.2 Compares nonrecumg and montlty recurring chages with those autliaed on thecor-
responding authazation documenfcontract or DD Form 428Communication Se vice Autho-
rization).

34.13. Compares factional chagesand credits foservicestarted ar discontinued (norecurring
chages) basedromonthly rates.

34.2 Correcting Differencs. To correct diferenes in entries on théexplanation 6 other chages
andcredits”:

34.21. Enter the appropriate chage and the date of changes if the authorization document is
incorrect.

34.2.2. Return the authoization documaet to the isuing agency Wwh a ldter explaining the
required corection if the contract is wrong.

35. Verifying Commercial Long Distance Calls, Federal TelecommunicationsSystem-2000, or
Equivalent ChargesWith Air Force Fams 1072 o 649, Verification Of Long Distance Calls.

35.1. Undfficial Toll Calls. TheAir Force will not pay for urfdéicial toll calls placed from dficial
telephonesTitle 31 U.S.C. 1348gxcept oer the FTS-2000. For undficial toll calls, the bse:

35.11. Tries tofind out who phced the uauthorized calls, and if nesssary, asks the tefghone
company for help.

35.1.2 Helpsunit commandersidentify those making unofficial calls and gves alist of these

individuals to the A-O for collection accordingotDefense Finance andasountirg Service-Den-
ver Regulation (BAS-DER) 177102, Commecial Transaction at Bae Level Thelist includes
name, sodal security number, unit of assignmert, date of the cdl, city and number called, and

amount owed.
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35.1.3. AFO wmllects the wnofficial total charge and deposits payment into Suspense Account
57X687%5 and endsacopy d DD Form 1131, Cash Collection Voucher, to thebilling activity.

35.14. Billing activity cites the amount collected and dusperse account on the next payment
vouche.

35.1.5 Refers remaining unidentified calldo a telephone company repsatstive. Thereferral
document ircludes awritten staterent that investigaion canfirms Title 31 U.SC. Section 1348
prohibits payment lecause the&alls were unauthoized arml that theAir Force judgesthat further
investigation o collection éforts arenot justified.

35.2. Class B Seiice Billing. The base CSO sentle ertified billing statenent and Céss Bbilling
informatian to the base AFO for payment, accordagto DFAS-DER 177102.

35.2.1. TheAFO colkcts ctargesfor the tol calls in Sgperse Account 57X6875 and cites the
suspense accouribr the next paymetvoucter to the telephone compgn

35.2.2 The hlling activity cites ths suspense a&count when preparing the pgmert voucher to
pay the telephone compgn

36. Adjusting Billing Errors. The biling activity adviseshe commercial telephone company lotling
errors.

36.1. Resolvng DiscrepanciesThe billing activity promgly resolves billing disrepancies in favor
of the govenment. Contact the contacting officer for resolution when you cannacorrect discrepan-
cies.

36.2. Correcting Billing Errors. The billing activity deletes or correds incorrect billing with the
agreemenof the commercial telephone companThe billing activity initials each deletioor correc-
tion beforepaying. If the clerk canniget the phone comparo orally agree to changingcharge, the
CSO certifies only the undisputed ption o the bill.

36.3. DisputingFTS-2000 Bills. See peagraph30.1.2.

37. Sendng Billsto the Accounting and Finance (fice. The billing activity:

37.1 Premres SF 103, Public Vouchea For Purchases And Services Other Then Personal for
the total amount paidgainst @ch contract number and has thed@SO cerify the vowcher for pay-
ment (OFAS-DER 177-103.

37.2 Entersthe amount to gy for telephoneservices from appropiated funds. Doesnot include fed-
eral tax. Shows state tax asa separate item. Entersthe graul total.

37.3. Enters the apropriate catrad numker and date inthe column headed “N umberand Date of
Order.”

37.4 Entersthe baic agreement number in te “Contrad Numbe” block and the 4-digit authoriza-
tion number and dateom the" Authorization Number an@ate” block ¢ the DD Fom 428 in the
column heded “Numler and Date of Order’'where a CSA is the contracting authomt

37.5 Forwards one copyfahe CSO-certied & 1034 b the contractig office tha issued the CSA
and puts one copy insaispese file until the bae AFO pays the bill. Unbs sulstantial diferences
occur betwen theamourt shown on the SF 108and tle amount actuayl paid,the contracting fbice

23
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will use the certified SF 1034 to effed contract reporting requirements. If substantial differences
occur, a coy of the SF 134 indicating what was actualy paid will be furnished to tle contracting
officer to permit orrections. In lieuof individual SF 1034vouches, the MAJCOMs or baesmay
consolidate monthly payment daglectronically or hard cop and forwad the data to the contracting
officer.

37.6. Keepsthe commercial telephone company bills and supporting documentation with the file
copy of theSF 1034. Disposes of thevoucher and documentation according to Air Force Manual
(AFMAN) 37-139,Records Digosition Scledule (will convert toAFMAN 33-339. If a telephoe
compaly issuesmorethan one bil with the sameddres, lists al of thebills on one $ 1034.

38. Certifying Payment on Standard Form 1034.Title 31 U.S.C. Setion 1348 requires tfat you cer-
tify long distare telephone tollpaid from appropiated fundswere “in the interesof the goernment.”

38.1. The hblling adivity enters the &ove datement in the “Articles or Services block of the SF
1034 aul signs tle statement.

38.2 For toll calls,thebase CSO or a designated represative cetifies all calls accordingo Title 31
U.S.C. Sectin 1348.

38.3 Thewing commander or deputpmmande for resources designatesa certifying officer an DD
Form 577,Signaure Card. Do not delegte thisauthaity. File a ID Form 57/ for anyone autho-
rized to sign the payment voaher.

38.4 Alternate paymenprocedue:

38.41. When an automated sysem prints the SF 1034, or if the CSO wants to @ssthe biling
information through electronic means te efen® Accounting Gfice (DAO), the C3 signsa
trarsmittal letter stating the amount f@ payment is correct.

38.4.2. The DAO preparesthe mymert vouche using the adomaed acounting system ad
attacheshe lette from theCSO.

38.4.3 TheCSO continues to amntain the kackup files.

38.4.4 Send only the riginal and two copiesf the irst page 6 the telephone bill wit the cor-
rect amoun entaed.

38.45. Contact your DAO forfurther irformation corernng the automatedcaounting sgtem
process.

39. Coinless or CoinboxTelephae Rewenue. Deposit commigon revenue fromcoinless orcoinbox
telephones managed by appropriated fund activities to Recept Account 573210.0200 wsing DD Form
1131. You will not credit this revenue b the monthly telephone bill.

39.1 Where Arny and Air Force Exchange Srvice (AAFES) manages coinless or canbox tele-
phones, AAFES monitors, controls, and reimbursesthese revenuesto the government through the
morae, wdfare, and recretion (MWR) acount using Air Force Joint Instruction (AFJI) 34-211,
Army ard Air Force Exchang Sewice.

39.2. The base CSO provides informaion to AAFES egarding the number of government-owned
cable pais used to provide pay phoaservice and the amounhof compeation due and ensures that
the governmenteceives comperasion from the contracte.
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Section H—Charges for Base Telephone Sewices.
40. Charges fa BaseTelephme Servies. SeeAttachment 4.
Sectio I—Telephone Systems Secity Guidelines.

41. Security of the BaseTelephme Sysem. Thesecurity d the bae telephonesystem isof paramount
importance to lte potection of bae communications. The is a ned to safeguard telephoservice to
the cistoma, the billing records, and the telephone planylbestricting switchaccess o telephone mainte-
nance persorehand other authorized persor@ organizations. ABSI 5033,Telephone stemsSecuriy,
outlines thesecurity meaures sed as a guideline for implementingetephonesystems security. While
these guidelines are abdhe digital switches in the Ai Force inventoy, the conceptspply to all tele-
phoneswitches (includhg telephor key systens).

Section J—Telephone Diectories.

42. Publishing Directories. Each Air Face installation will pubish a telephone directory exceptfat
lows. Where telephone eixangeserve seeral installations, the nain installation pulbishes the directory
and includeslistings for the sagllite instdlations. The Defense Metropolitan AreaTelephone Sysem
(DMATYS) directay is the ony directory authorized for DoD componeits oninstalldions seved by
DMATS. Deploya forces' locations (e.g., continggnar bae bases)are exemptfrom this requrement.

42.1 Youmay publish telephone drectoriesseparately oinclude them asubsectionf local instal-
lation guides (published by public &fairs offices). Combination instdlation guide and telephone
directories may contain commercial advertisingaepefrom the telephone direatosection AFPDs
35-2,Public Conmunications Program; and35-3, Internal Communication Programg. Units may
publish commerciahdvertising along with the tedphone drectory, howeve, the telephone directory
sulsection @n notcontain ary advertisingand vice versa.

42.2 The area of rgponsibility commander providesstructions a how to prepag telephone direc-
toriesunderjoint service conditions.

42 3. Publish teleplone directories anraly. The wing commaret may decide to pubéh more or
less frequently sed an the percentage of elephone numberthatchange.

43. Listing Organizations in Non-Govern ment Directories. Activities located off Air Force irstalla-
tions, sich as United SatesAir Force esave and recruiting offices, $ould list their organizationsin
appropiate commercial telephone compadirectories.

44. Releasing Telephone Drectory Information. The following guidelines ontrd the public release
of telephone dectory information:

44.1 Telephor operators shoud refer requestsfor personnel diy telephore numberdo theinstalla-
tion locator servie (AFI 37-129 Baseand UnitPersonnel Locators and Postal Eictorieg(will con-
vert to AFI 33-329.

44.2 You mayreleaseorganizationaktelephore numbers fo use h commercial dectories. List Air
Forceagerties unde “United States Air Force” or “U.S. Goverment.”
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45. Releasinglnstallation Telephae Directoriesto the Public.

45.1. You mg releaseunclasified ingallation telephae directaies © the public, & no darge,
unlessthe directoies contan information exempt undeheFreedom oinformatian Act (e.g., names
ard duty addressed those assigrto overseasensitive, ard routinely deployable units).

45.2 Contractes operating undea goverment contract may request installation telephone directo-
riesfrom the govenment pocuring ar administratie contracting &ficer.

46. Respamsibilities for Publishing Telephone Drectories.
46.1 The Bae CSO:
46.1.1 Updaes directories.
46.1.2 Distributes directdes o all organizations Hil iated with the installation.

46.2 Chief, IMformation Flght. The Chief & Information Management and Administrationranges
to printand binddirectories exeptwhen the wingcommarer elets to have acommercial agecy
develop a combinatioinstallation guid and teéphone directoy.

46.3 The Public Afairs Oficer. When includng the diretory in the irstallation guide, the public
affairs officer:

46.3.1 Prints enough copies to reet directory requements.

46.3.2 Makessure the telephone directpsubsetion contains a advertising and meethemin-
imum format standards spiied in paragraphi?2.

46.4 TelephoneControl Officer. TCOs submit telephonerdctory additions, changes, o deletions
for their organizations b the teephone directory clerk.

46.5 Subscribers With Class B Service. Noty their TCOs if they wish their home telephone num-
bers deleted from theinstallation directoy.

47. Generd Format Standards. Minimum requirenents for telephone directory fimat providesome
standardization from installation to installatioinstallations m@ useany automate systemto compile
ard produce theitelephone dectories. Attachment 5 contains fomat standads.

48. Checklists. Use the gestionsat Attachment 6 and AF Fom 2519 All Purpose Checklist (avail-
able electonically) to developa checklist o telephone semsmanagement.

49. FormsPrescribed. AF Form 649 Verification of Long DistanceTelephme Calls; AF Form 1072,
Authorized Long DistanceTelephme Calls; and AF Form 1218 Request for Communications Ser-
vice.

50. Addresses. Thefollowing are ugful addesses:
DISA/DITCO/RRA

2300 Easbrive
Scott AFBIL 62225-5406
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To obtain copies bCJICSIpublicationswrite to:
HQ USAF

1480 Air Fore Pentagon

Washington DC 2033480

To obtain copies of [8A publications, wite to(request DISAsend you DISA Notice 210-D)-Index, and
DISA Form117):

Director , DISA

ATTN: BLA

701 Courthouse Red
Arlington VA 222042199

WILLIAM J. DONAHUE, Lt General, USAF
Director, Communicationsand Information

27
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Attachment 1
GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION

Reerences

AFPD 33-1,Command, Contl, Communications, ahComputer (C4) $stems
AFPD 33-2,Informaion Protection

AFPD 35-2,Public CommunicationBrograms

AFPD 35-3,Internal Communication Programs

AFI 31-101V1,The Air Force PhysicalSecuity Program

AFJI 31-102 Physical ®curity

AFI 32-1031,0Operations Managenent

AFI 32-2001,The Fire Protection Opeations aml Fire Preventian Program
AFI 32-9003,Granting Temporary Use d Air Force Real Ropety

AFI 33-103,Requrements Developent and Procesing

AFI 33-104,Base-LevePlanning ard Implementation

AFIl 33-106,Managirg High Frequery Radios,Land Mobile Radios, CellularTelephons, and the Mli-
tary Affiliate Radio System

AFI 33-116, Long-HaulTelecommunication®anagement

AFI 33203, The Air Force Emision Secuity Program

AFI 33-209, Operational Instuction for the &cure Telephone Unit (STU41) Type 1

AFI 33-219, Telecommunicationslonitoring and Asessmei Program (TMAP)

AFI 33-220,0n-HookTelephone Secity

AFI 36-704,Discipline ard Adwerse Action

AFI 37-127,Air Force Standed Functiond AddressSystem (will become AFI 33-327)

AFI 37-129,Base ad Unit Personrel Locatorsand Postal Directories(will convertto AFl 33-329)
AFI 37-132,Air Force Rivacy Act Rogram (will convert toAFI 33-332)

AFI 38101, Air Force Grganization

AFI 65-106,Appropriated Furd Suppot of Morale,Welfare, ard Regeation am Nonappopriated Fund
Instrumentalities

AFI 65-601V1,BudgetGuidance ard Procedues

AFI 71-101V1,Criminal Investigations

AFRJI 34-211, Army and Air Force Exchange Swice

AFMAN 37-139,Recads Dispaition Scheduléwill convat to AFMAN 33-339)
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ACP 121 USSUP1F, (C) Communicationsnstructions-Geneal (U)

ACP 134, (C)Telephone Switchbod Opeating Procedues(U)

AFKAG-2, AF COMSEC AccountgiManual

AFSSI 4100, (C)XCommunications Securityr&®gram (U (will convertto AFI 33-201)

AFSSI 5033, Telephone $stems Secity

Article 92, Uniform Code 6 Military Justice

CJCS 6211.02A, Defeng Information SgtemNetwak and Connectd Systems, 22 May 1996
CJCS 6215.01 Policy for theDefense witched Network, 1 Februay 1995

DFARS, Part 239, Subpart 239.7®&lecommunications 8eces

DFAS-DER 177%102,Commecial Transaction &Base Level (formerly Air Fore Regulation 177-102)
DISAC 310-7078,DSN Phas| SystemsManagement Guide

DISAC 310-136e1, Submssion d Telecommunication$ervice Requests

DISAC 310-2251, DSNPhase IUser Servees Guide

DoDD 46401, Telephone Mortoring and Recording, Januay 15, 1980, wit Change 1

DoDD 46406, Communications Sedty Telephone Monitorig and Recoding, June 26, 1981

DoDD 464013, Management of Base and Long-Hdaalecommunications Eqpment and Serices
December 5, 1991

DoDD 50001, Defense AcquisitigiMarch 15, 1996

Federal Pesonnel Manual SystemFPM Letter 368-1 datd 26 March 1991, Subject: Federal Flexible
Workplace Project

Pulic Law 101-435,Telephor Opeaator Consumer &vices ImpovemehAd of 1990

Pulic Law 104-52, Treasuy, Postad Servie, and Generd Govermrment Appopriations Act,1996, Sec-
tion 620

Title 10 U.S.CSection 2481Utilities and Sevices: Sale Expansion andxtersion of Sytems and-acil-
ities

Title 26 U.SC. Section 4293 Exemption forUnited States ahPossessions

Title 31 U.SC. Section 1348, Telephone Installatin and Charges

Title 47 U.SC. Section 226,Telephone Opator Services

United State€€omptroller Decision B-199793, dhuay 27,1982

United State€€omptroller Decision B-217996, October 21, 1985

United State€€omptroller Decision B-223837, dhuay 23,1987

USAFINTEL 201-1, (C) The Secuty, Use,and Dssemination of Sensitive @partmented Information
(CI) (V)
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Abbreviations ard Acronyms

AAFES—Army and Air Fore Exchange Service
ACP—AIllied Communications Puightion

AF—AIr Force (used a1 forms only)

AFI—Air Force Instruction

AFJI—Air Force Joint Instruction

AFM AN—AIr Force Manual

AFO—Accouning andFinance Office

AFOSI—AIr Force Office of Specialnvestigations
AFPD—AIr Force Polig/ Directive

AFSS—Air Force Systems Sedty Instuctions
ARC—American Red Crss

C4—CommandControl, Communicationgnd Computers
CDR—-Call Detal Record

CINC—Commande in chief

CJCSI—Chairmanof the Joint Chiefs of Sthinstruction
COMSEC—Communications Security
CONUS—Continental Unitd States
CSA—Communicationservice Authorization
CSO—Communcationsand Irformation SgtemsOfficer
CT—-~Cellular Telephone

DAO—Defense Accounting fiice

DD—Department oDefense (used an formsonly)

AFI33-111_AFSPCSUP1

DFAS-DER—Defense Finance dccountng Servce - Denver Regulation

DFARS—Defense Fedel@cquisition Regulation Soplement

DISA—Deferse InformationSystems Agency

DITCO—Defenselnformatian Technology ContractopOffice

DMATS—Defense Metropotan Area TelephoneSystem
DoD—Department oDefense

DoDD—Departmenof Defense Drective
DRSN—Defense Red SwitcNetwork

DSN—Defense SwitchetNetwork
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FEX—ForeignExchange

FOA—Field Operating Agency
FTS—FederalTelecommunications Sygem
GSA—Genera Services Administration

HMW— Health Morale,andWelfare

HQ AFCA—Headquarters AiForce Communicationg\gercy
HQ USAF—Headquartes United States AiFarce
ID3—International DirecDistance Dialing
MAJCOM —Major Command

MWR— Morale, Welfare, aml Recreation
NCO—Noncommissoned Officer

NLT—Not Later Than

PAT—Precedece AccessThreshold
PBX—~Private Branch Exchange
PIN—Peasonal Identification Number
RDS—Remote DiagnostiSupport
RSA—RemoteSwitch Acass

SCl—Sersitive Compartmentethformation
SF—Standard Form (useon farms only)
STU—SecureTelephone Unit
TBO—Transction by Others

TCO—Telephone ContidOfficer
TFO—Trarsaction fa Others

TSCM—Technical SurveilanceCountemeasures
T SP—Telecommunmcations Service Riority System
UCAL L—Telephom Call Accounting Sétware
UCMJ—Uniform Code 6 Military Justice
USAFINTEL—USAF Intelligence
U.S.C.—United States Code

Terms

Communications and I nformation Sydems Officer (CSO)—The term CSO identifies he supporting
systems dficer at al levels. At bas-level, this is the commanderf the conrmunicatons uni resposible
for carrying out bae communications and infonation systems respoabilities. At MAJCOM, and other
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activities esponsilde for large quantitiesof communications and information systems, it is the person

designagd by the commandeaisrespomsible for overal managerant of systemsbudgeted andfunded by
the MAJCOM or activiy. The CSO function uss the office symbol “SC” that isexpandedd three and
four digitsto identfy specific functionabreas. CSOs are #accountat# officer for all automate data
processing equipmehin ther inventoy.

Cellular/Mobile Telephae System—A computer-cortrolled teleptone sevice linking low-power

portable, mobile, or portamobile radio-telephone trarsgers to a local telephoravitch. The principal
feature is he ahlity to separateand reuse dimited rumber of radio frequendes in alarge network of

relatively small geographicetls. Frequenaes for telephones moving beteen adjacentells often shift to
avoi interference with frequerties d othe calls.

Central Office Trunks—Trunksfrom the lase teéphane system to the loal telephoneompany central
office. Trunks conect telephonesrbase to thse in the commercial exchang.

Certification—The processby which a mmmunicatonsand information sysemis ewluated for
satisfaction of requiremerg for interoperabity, compatibilty, and integration Verified confrmation of
telephone service clges.

Classes ofTelephone Service—DoD criteria classifies telemme sevice in mlitary depariments.
Classify Air Force elephonesserved by governmerdwned o commecial telephonesystemsas dficial
(ClassesA, C, and D) or undficial (ClassB). Theclass of service code ongsts oftwo alphanumeric
characters. Ther8t character indicates if the line isrfofficial or undficial use. The ®cond character
indicates the billi ng category. Classes d official telephone sevice are: 1. Class A Telephone lines
accessng central offices, toll trunks, government telephone sysems and services, @ad DIN. Class A
service has four billing categories: (a) Telephane lines for trasacting dfficial Air Force bsiness. (b)
Telephomr linesfor trarsacting dficial business of otlkr military services or other gemnmen agencies
(except the United Statdstal Sevice) that directly suppat the Air Face installation, ther activities
furnishing senice toor sugporting Air Force instdlations,quastgovaenmertal agentessuch as the
American RedCross (ARC), @ MWR activities. (c) Telephone lines fatransacting dficial businessfor
any excutive cepatment, independentactivity, or other governmenigancgy, except the Amed Faces,
that isnot supporting orevicing an Air Face instllation. (d) Telephme linesfor transcting dficial
businessn DoD commissaes. 2. Class C Telephondinesfor transating dficial governmenbusiness
on Air Forceinstallations. It does noprovide drect-dial accasto df-basetrunk lines (toll trunks, DSN.
Class C lines can receivelts from df-base and have dialing ass to theswitchboad operata. Class
C-1 throwgh C-4 serwteshavethe same billingcategries as ClassA service. 3.Class D Telephone
lines fa official govermment business. Restrict use of thesdines to speial servicessuch asfire, sentty,
and crastalarms. SeeAFl 32-2001,The Fre Protection Operations andrire Prevention Program for
information o operatimg fire-reportirg teleptones. 3. Class B (Undficial Telethone Serwe). When
you obtain thes sewvices from the government, the subscrber pays dl charges accoding to Title 10
U.SC. Secton 2481, Utilities and Serwes Sak, Expansion andextensionof Systens and Faciities;
DaoD criteria; and this instruction. Offer ClassB sewice only when an installation cannot reasoraebly
obtan commercial service for its undfficial needs. Class B satyiberscan access commerciatelephone
central dfices and toll trunkgexcept where restricted). Cés B service does not W& direct in-dial or
out-dial access to DSNand other government private line srvices. Class B service hasthe folowing
categories. (a) Class B-1: Telephone Inesin govemment-owned and government-leased quarters for
family or personal tse including telephoe lines in uraccompnied personel housing, \8iting officers
quartersfamily housing, and hepital suies. (b) Class B-2: Telephone lines at a military location for
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activiti es such as pblic schools, ARC, motion picture services, exchanges, credt unions,
noncommissioned officers' (NCO) and dfficers’ open messes, Boy Souts, Girl Scouts, nurseries, thrift
shogs, commercial contactors, serviceclubs, concessionaires, and otler businesses operating on behalf
of DoD if they are a or near aDoD installation.

Communications Common Carrie—Companies that the ederal Communications Commission
authaizesto provide teleommunictionsservices.

Communications Service Audhorization (CSA)(DD Form 428—A contractual vehicle to obtain
telecomnunications savices r@ulated by a public utilities comnission whenissuedagainst a basic
agreement.Thesetelecommunicationsesvices are typically provided only to the local egnge carrie
Examplesare central dfice trunks, full bsiness ling, and faeign exclangeservices.

Deferse Canmunications System (DCS)—DaoD long-hau voice, data, and rewrd traffi c sydem that
includes the Defnse DataNetwork, Defense Satellite Commucations System, andefense Switiced
Network. Also calld DCS. See als®efense Data Networkand Defernse Swiched Network.

Defense Data Network—€ompament of the @fenseCommunicatims System ud for switching DoD
automated data prossng sytems. Also called DN. See ao Deferse Communications System and
Defense Switched Netwdx.

Defense Metopolitan AreaTelephone System (DMATS)—DMATS oonsolidates DoD tedephone
services adfacilities in aspecific metropolitan aeunder oe manage Thisincludesall equipmenand
facilitiesthataccess loal commercial excharges,commercid long distance serviceDSN, and FTS.
DMATS service ecludes special-purpose tlephone systemsand emnergency actions' communcations.
DMATS locations are Bsoon MA, S. Louis MO, and Dayton OH. The Air Foce drects theDayton OH
DMATS.

Deferse Swiched Netwok (DSN)—1. A telecommunications system that provides switched,
ernd-to-erd, comnon-user, and dedicated téephone service for he DoD. The DSN prondes rpid and
low-cost long-haul, voie, data, and seure voice telecommunications f&C4 users. 2. A component of
the Defense Communications Sysem that handles DoD voice, data, and video communications. Also
called DBN. See als®eferse Canmunications System ard Defense Data Network.

Deferse Swiched Netwok (DSN) On- or Off-Net Calling—Official tdephone cHs ove the DSN
system tha extend ells © and from locacommecial telepho® numbers.

Emergency Notification (911) Service—Emergency rvice for sibscribers. A central contrd desk
takes the call and ndifies apropriate lacal governmert agencies. Usually astate or local government
agency povidesthis service, with chagescollected fom telephore subscribers.In mary cases, the state
or local government levies this clige asatax ard the telephone compgserves as thbilling agent.

Fedea al Teleconmunications Sysem (FTS}—The General Servces Administration manages and
operates his general-purpose, nationwide, ronseaure \oice mmmunications retwork. It supports the
essentl needsof federal departments and agercies. FTS gives subscribers Iacal, long-line (inercity),
andcommercial interfaceservice.

Foreign Exchange FEX) Sea vice—Direct commercial telephoneservice from an echange dstrict
otherthan the loal area exclange district. The Air Force may authoize such srvice when demad for
another excéinge is havy. Thisservice can producesubstantidsaving.

Group Billin g Numbers—Some telephone companie$en special billing plans undemwhich custome's
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receive a group of numbers anly, or letters and numbers. The kase CSO assgns he< to instdlation
organizations(insteal of abase telephone numbeo allow yau to identify the origin of long distanceoll
calls. Telephone calling cards for varioudtigities on an ingllation provide a similar service that lets
you divide the nonthly toll call billing statement among base activities. The t&lephone company bill
givesead customer aeparatessummay per billing numbe

Interarea Dialing Behind the Private Branch Exchange (PBX)—Lets youdirect-dial an interarea
DSN numberfrom a telephor connectedo a base PBX.

International Direct Distance Dialing (ID3) Private Branch Exchange—PBX) An Air
Force-contracted service that providesauthorization for Air Forceand Air Forae-gained units to place
long distance calls to and from outside the continental United Stateslocations. Coversall other long
distance calls thiare notwithin the scope of the FTS-2000 contact.

Inward-O utward Dialing—Lets you dial calls directly to anfdlom baseelephone stations without
operabr assisance. It speed service, redwes swtchboad operator workload, and lowersoperatng
coss.

Precedence Dialg Behindthe Private Branch Exchange PBX)—Lets you direct-dial a DSN
precedence calirom a telephone connecteald bae PBX.

Prewiring— Procuring and installig communicationgnd information wiring as an integral part of major
facility corstruction and alteratioprojecs. The currehengineering and costruction technical letters on
prewiring and communicatiwand infamation requirements providepecifics.

Privat e Branch Exchange (PBX)—A subscriber-owned telecommunications exchange tat usually
includes acess b the publc switched network.

Public Commercial Communications Service—Servie that includes coinbe and coinlas pay-station
telephones avail able from local telephone conpanies and inter-LATA (local access and transport aea)
cariers.

RED Switch—A voice telephore switching system designed and installemlallow for processing RED
(unenciypted) seare conversdions. The sysem has adeguae isdation between chamelsto prevent
crosstlk. The dstribution system providesdequat shielding esuring radiation ofRED data does not
occur. The dedgn dlows no multiple-party access wthout the knowledge of the piincipa users.
Subscribes are placed in and out of serviceanlstation equipment is not under tloeusiny of properly
cleared persa RED switch intefiaces provide encryption and allow satisers &cess to ther secure
networks.

Remae Swiching Terminal—An electronic remote switch placed ata subordnate wire center for
subscriber linesand mormally considered a partof the main witching equipment. A cancentrator
installed at a remote location to reduce the numb#&uoks reeded to connect remosabscribers to the
main switching equpbmentmay serve the sane purpse. It may rely on the nain telephane system for
processor contol supervisiontrunking, aml operatorassistance.

Saellite Telephone Syeem—A separatesystemfrom the main bastelephone facilif that provdes local
independentelephoneservice bu relies an the nmain base facility for trunkng and opeator assistance.

Tactical Switchboard—This switchboardoperates independdn from the base switchlward and
provides telephone service for designated subscribers for command and control and other
combat-asential purpses. In manycases the tactial swvitchboard is colloated with the bae



AFI33-111_AFSPCSUP1 1 FEBRUARY 1999

switchboardo keep tle numberof switchboardttendants aa minmum.

Tar iff—Rates orcharges for abusness or public utility by commercil telephone companiesand filed
with a public regulatory ageny.

Telephone Cortrol Officer (TCO)—Individud who authorizesndcontrolslong distance tlephone toll
calls within a unit.

Tie-Line Service—Directs trurks between two telegphone exhanges tlat have dial-to-dial termination.
When a baseractivity neds frequent telphone contet with another goernment agency or astomer
serval by a different elephone eghangedirect tie-linesare wsually moreeconomcal ard convenient.

Unofficial Commercial Telephone Service—Telephone service that directly connects private
telephones toa commercial telephone exchange. Not required for conduct of official busness. This
includes tlephoneservice in military haising, non-appragoriated fund fadliti es, commercial activities,
and othefacilities.

Ver ification—Corfirmation of the acuracy of bills.

35
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Attachment 2
CONDITIONS FOR OFFICIAL T ELEPHONE SERVICE IN PERSONAL QUARTERS

A2.1. Desigrate only paitions requiing immediate communicationsesporse for command ad contol.
Maintain written designation mfile in theactivity that provides thesenice.

A2.2. Provide dficial service with either dect lines to the bee telephonewitchboard o Class C lines.
Provide DSN access if mssionessential.

A2.3. You may usanulti-line instumentsto teeminate dficial and undficial linesin approvel quarters.

A2.3.1 Theserving communications uhprovides this service.

A2.3.2 The occupnt of thequaters bears angost fa the multi-line instrument that exeels thecost
of providing approve official service.

A2.3.3. Use a government-ownedgnumert when t provides tle lowestcostto the govenment.

A2.3.4. In cdculating loweg cost, consider the wsts of reworking cable, removing and replacing
instruments, purchasing instroents, and so for curent am future occupants.
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Attachment 3
SPECIAL TE LEPHONE FEATURES AND SERVIC ES FOR SFECIFIC BASE ACTIVITIES

A3.1. Telephone Servicem Governmen Transient Facilities. The Comptroller Geweral’s ruling says:
“Where suficient dficial need exists for a telephomnot in private quarters, appropriated funasy be
used, regardless of thecidental personébeneft to the ocupant.” Based m this decision,the Secretary
of the Air Force, General Counsel, autized using appropriatedfundsfor telephone service and equip-
mert in transiem quarters.In providing servicea transienfacilities, appl thefollowing guidelines:

A3.1.1 Host MAJCOMs set contols to ersure that the AirForce does not papr undficial or per-
sonaltoll callswith appopriatedfunds, establish conblsthrough system hardwareand softwareon-
figurations, if pssible, aml se up dired toll billing procedues for transietresidents.

A3.1.2 The MAJCOM may authorize iict accesdrom transent billets to DN and the local calling
area Don't use gpropriated funds to paymessage unt charges accrued for unofficial or personal
individual calls to thdocal area.

A3.1.3 When poviding telephone arvice to tamsient personnel, undike the resposbilities
detailedin theTelephone OperataCorsumer Sevice Improvement Act (Public Law101-435,Tele-
phone Oprator Consumer Services Improvement Act of 1990, codified in Title 47 U.S.C. Section
226, Telephone Opator Sevices).

A3.1.4. Provde dial-up modem accessfor distinguished visitor (DV) quarters, ad DV lounges.
Corsider providing dial-up modem acess fo non DV quarters, ahnon DV lounges.

A3.2. Telephone Servicefor Medical and Hospital Facilities. Air Force medcal treatment failities
(e.g., hapitals, clinics, al stations, phsiological training units) reimburse the host base for commercial
communicationservices furnished by or through thesegsee AF65-601V1). The ha basefunds &r-
vicessich as tle base fie-crasietwork aml other alarncircuits.

A3.3. Official Telephone Serwe for Hospitalized Active Duty Military Person nel. A hospital room
Is the dity location fa hospitalized grsonnel. Fovide Class C elephoneservice unlas the base CSO
approve a higherclass ofservice orspecialfeatures.

A3.4. Private Telephone Service for Hospita Patients. The hospital administrator coordinates with

the base CSQpive private undficial telephone service to hospital patients whbquest it. A contrac-
tual ageemen for commecial senice is solely betwen the patient and the commercial companyvi-

ing theservice. When the government prages Class Bservice, the patienmust pay the recuring cost
plusthe cat of individual tol calls.

A3.5. Telephone Service forContractors. The Air Force may preide dficial telephone servicéor
contactars. Stipulate provisions for thisservice n the contract.Regrdless of basetelephone ownership,
these prowsions apply:

A3.5.1. Contractorsnomally use commerciadervicewhen awilable ard practical.

A3.5.2. The AirForce clarges the contractgpublic tarff ratesfor supplementadervices. Thee sr-
vices include facilitiesuch as ky equipment, speial switchboards, pvate lines, and FEX linegor
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the exlusve use d the contrator. In the alenceof tariff rates or if tariff rates are exessive, the
wing commandedeteminesequitable chages laseal on the actualcost of providing the srvices.

A3.5.3. The Air Forcefurnishes lomg distance servicerbm Class B-2 telephoneso contractors, on a
reimbursble basis, for theactual clarge, plus tax,except:

A3.5.3.1 When tle Air Force provides telephonessrices, contractors pafederal tax except on
toll andtelegraph chages.

A3.5.3.2 When contactors arrange for their omtelephom service, thg pay federhtax.

A3.5.33. When thecontractor charges for official military use of £lephane facilities, the base
CSO arangesfor telephone sgems' tax exemptiocertificatesto relieve the coméctor of tax lia-
bility for these chages. The contretor initiates theseettificates and submg them to the Ieal
telephone compan

A3.5.4. Air Force activities do not give government telephone calloards ¢ contractaes.

A3.5.5. Theproceduresor authaizing, controling, andrecording long distanceervice also appito
official colled telephore calls that contactor personnel placeraeceive.

A3.5.6. Theagency funding th contact reimbursesthe hos basefor telephone chrges thathe con-
tractor incus.

A3.5.7. CJCS 621501 provides guidnce on wherUnited Sétes civilian contractor persomel can
use tle DSN.

A3.6. Telephone Servicefor Nonprofit Organizations. Nonprofit organiztions do not pay chigesfor
servicen an AirForce inséllation when perfaming afunction related to, durthering a federbgovern-
mert objective orone thais in the interest bpuldic health ad welfare.

A3.7. Telephone Service forGovernment Empoyee L abor Unions. The wing commander deter-
mines whid labor unionsmeet the defintion of paragrap A3.6. Laborunionsthat c notfit this ddini-
tion pay Clas B-2ratesfor telephore service. Fovide onl reimbursable logdistance telephone service.
Do notauthaize DN access.

A3.8. Telephone Service forPublic Schools. Public schools normdly use commercid telephone ser-
vice on Air Foree installations. The schooleimburseshe governmetrfor the cosbof ClassB services.

A3.9. Telephone Service for Government-Operated SchoolsProvide dassA-2 ard Class C2 tele-
phore service to govenment-operatschod facilities far military dependents a an Air Force installa-
tion.

A3.10. Telephone Service for the American Red Cross. Provide dficial telephor service (ChssA or
Class C) without reimbursement if ARC personrsepplemenMWR functionscovered by the Air Foce
34-series instructions. The ARC must wse separate, unofficial telephone service to conduct unofficial
business.

A3.11. Telephane Servicefor Civilian Post Offices on Mili tary Installations. Provide reimbursable
telephone servic® on-base civilia post offices,branchs, or statiors.
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A3.12 Telephone Service for Commissaries. Provide nomeimbursable dficial telephone srvice to
commissries. Accumulatecosts forthe services and report todlbas-level AFO eaxh quarte. Pro-
vide these telephoneservicesto commisaries:

A3.12.1 Official Service for CONUS and Havaii Comnissaries. Provide official service in retal
salesstores, including key equipment, usgappopriated funds. Reimbursement atharges for tele-
phone service from surcharge fundswill conform with DoD cash management and debt cadllection
policies. The host MAICOM provides one Giss Atelephone in the administrativdf@e to handle
troop ssues anderve command management (above resaisstore leve). The wing commander
deternmines how o appation telephoneservicechargeswhen the resale ad command masgement or
troop isue functions share service.

A3.12.2 Official Service fo Alaskaand Oversas Commissaes The host MAJCOMprovides dfi-
cial telephoneservice withoutcharge fa these area.

A3.13. Telephone Servicefor Militar y Clothing Sdes Stores “In order to canduct official business
related to military clothing sdes,” provide official telephone sevice, at no charge, “to the etail agent
authaized to stock,sell, and issue” military clathing.

A3.14. Telephone Servicefor Morale, Welfare, and Recredion Activities. Policy and auhority for
communications supptio MWR activiies is n AFI 65-106 Appropriated Fund Suppd of Morale, Wel-
fare,and Recreation ard Nonappopriated Fund Instrunentalities.

A3.14.1 Providereimbursableommunictions servicesvhen theAir Farce does not authize using
appropiatedfunds.
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Attachment 4
CHARGES FOR BASE TELEPHONE SERVICES

A4.1. ClassA Service. (See Attachment 1.) Monthly chages for Class A telephorservices provided
from gowernment-owned ocommecially leased telephoneystemsare:

A4.1.1. Class A1. RovideClass A-1 service without sbto Air Force activity uars. Accumulate
montly toll and other sgeialized communications chges to Air Foce tenant unitaot drectly sup-
porting the hos base mision andsend tlem to the local AFO for reimbusement ly the terant unit to
the hat base (AFI 65-601V).

A4.1.2. Class A-2.

A4.1.2.1 DoD tenants directlguppating the host bse mision receive Clas A-2 service with-
out ccst.

A4.1.2.2. DoD tenants ot diredly supporting the host base mission (including ARC) receive
basicClass A-2 service withdicost. Accumulate monthltoll and othe specialized communica-
tions chages andgend them to the local AFO foeimbursement by #tenant uni to the host bse
(AFI 65-601V1).

A4.1.2.3 MWR activitiesthat do not receve communications sypport according to paragraph

A3.14. reimbuse the Air Force for tk service. Use thesame rates as ¢itcommercial carrieserv-

ing theinstallation. Sation linescost at least $14 per mibnand ech station temination in the
community costst least $3.50. Copute al other clarges, suclas instalbtion, misellareous,
and speial equipment charges, wsing the same procedures dsr Class B telephoneervice. Pay
the Air Fore according® DFAS-DER 177-102.

A4.1.3 ClassA-3 ratesfor ClassA-3 service areie same as those paig the instllation o the com-
mercial carrier. Statian lines costat least $4 per monh and ech station terminationn the commu-
nity cods a leag $3.50, plus all other dharges (tolls, installation, relocaion, and specialized
equipment chargesbased on local telephone company tariffs for U.S. basesncluding Hawaii and
Alaska). Installationand reloction charges for over®as baes are theame a<Class B. The ugr pays
additional cats for facilitiessud astrunks, tie lines, toll terminals, ahincidental operation or main-
tenance personnel.

A4.1.4. Class A-4. Provide tekphone srvice for the Defeng Commisary Service retail saks stores
according to paragraph A3.12. &ges for reimbursablkeervice are thesame as for Giss A-2 service
(see parapph A4.1.2).

A4.2. Emergency Ndification (911) Service.(SeeAttachment 1 for definition.)

A4.2.1 The Unita States Comptroller General rulingets emegercy notification servicecharges as:

A4.2.1.1. Proper and gyable if impogd by a telphone compay for its own srvicesand duly
pemitted by the tarff.

A4.2.1.2. Improper when thestate o local government a&tually impasesthe clarge and nerely

uses the telepone @mpany as &ollection agat. In suchcases, notify the telephe comjpny

that the US. Government i€onstitutionaly exemptfrom the 91 service fee and¢annot legally
pay the fee.



AFI33-111_AFSPCSUP1 1 FEBRUARY 1999

A4.2.2. Ifitisunclear wiether the chageis a fee or a taxgontact thestaff judgeadvocate, bse legal
office, MAJCOM, or comptrolle for guidance.

A4.2.3. This guidare does nbapply to fees far private telephone service for-base residents. If

basehousing is in an aeawhere the baserovides fre, pdice, and otheemeagencyservices, resicents
may chalenge the anergency notification service darge. However, becausetelephone sevice to
on-base residents is a private contract betweesubscriber and the telephone companm-base res-
idents cannclaim exemptim from the chage on the basis d sowereign immunity.

A4.3. ClassB Service.(SeeAttachment 1 for definition.) DoD Comptoller estalishesrates for Class
B telephoneservicescovered in this instruction on anannual bas. Thesechages apply when g@&m-
mentowned or commerciatelephonesystems provid€lass Bservice.

A4.3.1 Class B Instdhtion, Activation, and Relocation Charges Theinstdlation, activation, and
relocation charges for Class B stations applggardliess ofwhether previous wiing or othertelephone
connecting deviceare awailable. Installation, activation, and relocation aigas fo external nscel-
laneous devies (e.g., jacks, buzzers, gonggfc.) are the ame as those ch@ed by the nearest United
Statesownedand operatd telephonecompany providng similar services.

A4.3.2. ClassB Schedule oRates. Rates ae set annualf by DoD ard published in Raes for Class
B savices. Class Bsavices ae:

A4.3.2.1 UnitedStates Rites:

A4.3.2.1.1 Flat monthly rate$or variousclasses of undficial telephoneservice provided by
governmenbwned o commercial tedphone sgtems in the United Statéscluding Hawaii
and Aaska) ae the same athose set by thelocal commercial telephone compgaproviding
city trunking to the bse, post, orstation.

A4.3.2.1.2. Rates are notess than those listed for unofficial service ly governmentewned
facilities n overseas loations.

A4.3.21.3 Ratesexclude mileager special facility constictioncharges thathe local com-
mercial telephone company ciges b the public.

A4.3.2.1.4 Use the rate bthe compay providing city trunking to the bse, pat, or station
whenmore tha one commerciaelephonecompany operates the vicinity.

A4.3.21.5. Ratesapply to the types of savices provided, swch as private lines, multiparty
lines,and exteaon telephong

A4.3.2.1.6. Installation, activation, and relocation charges br dl typesof governrment{ro-

videdClassB main andextensionstations n the Unital States (including Havaii andAlaska)
are at thesame rates as tke paid by tle baseto the commercial telephone comparThey are
not less than the chagesbased m the flat monthly rate.

A4.3.2.17. Chages for installing or activating maistationsand extesions are nbless than
the chages fo 1 monh of the same type bservice and not lesthan 40 percentfdhe main
statian installation or a&tivation chage for extensionstations.

A4.3.2.1.8 Reloation or ativation chages fa main or exensionstations ae not less than
theamournt computed for inglling or activatingextensionstations.
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A4.3.2.2 OveseaRatesfor Class B Stations:

A4.3.2.2.1 Governmert-Owned Telephone Faclities. Instalétion or activation charges for

Class Blinesprovided by government-ownel telephore facilities ae the same ashe flat

montHy rate for that type of Class #rvice. Installation or activation charges for each addi-
tiond station line terminatio are 40 percentfothe fla monthly rate for that type ofClass B
service. Reloation chages for eeh extension lingemination are the samas installation or
activationcharges for additiond wiring and teéphone jacls.

A4.3.2.2.2 Leased-Telephone Fadities. Instllation, activation, and relaation clarges for
all typesof Class B nain and exteson stationsare at thesame rates aose pid by the bae
for the service.
A4.3.3. Flat monthly rates fr various classes of undfficial telephone service povided by gvem-
mentowned telephonéfacilitiesin overseaslocatiors, uress otherwise maftied by status-of-forces
agreements, ddFAS-DER 177-102 are:

A4.3.3.1 Class B-1 $22.95.
A4.3.3.2 Class B-2 $40.65.

A4.3.3.3 Class B Party-Line Service. Applicants who want paitge service maychoose two-
or four-party service, if aailable. Wren more than e Clss B @ty receivesservice ower the
sane base telephamline, flat monthlycharges for partyline servie are thesamecharges paid by
the installaibn to thecommerciakcompany but na less thartheseschedules:

A4.3.3.31. Two-Party ®rvice. The minimm flat morthly charges for wo-party Ine base
telephone-service are:

A4.3.3.3.1.1 Class B-1la: $17.25.
A4.3.3.3.1.2 Class B-2a: $30.50.

A4.3.3.3.2. ThreePaty Service. No provision is male for threeparty savice in the
DoD-authorizd sandard sevices aul rates for Class Bsubscibers.

A4.3.3.33. FourParly Service. Applicants selectindour-paty service pgthe monthy rate
shown,regardles of the “linefill.” The inefill may fluctuatdrom oneto four parties on the
line as other subscribersare discomected fom, or added tothe line. The maxmum flat
montHy chages thaapply to fourparty line bae telephonaervice are:

A4.3.3.3.3.1 Class B-1b: $11.50.
A4.3.3.3.3.2 Class B-2b: $20.35.

A4.3.4. Restricted Serice. WhenClass Bindividual, tweparty, or four-paty services are restricted
to onbaseconnections without aessto the telephoneompany central féice or long distace %r-
vice, 75 rcent of the applicabé flat morthly chages fo Class B serviceapplies.

A4.3.5. ClassB Supplemental Seice and Equipment. The user pays the codts facilities and er-
vices beyondhose coverd by the standardrates,including:

A4.3.5.1 Miscellaneougquipment ad Specid Features. Chargesfor miscellarrousequipment,
suchassingle line telephone instruments, external risgtashing lamps,and other station aes-
soriesare the same as thoshaged fa similar servicesby the narest US. ownedand operated
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telephone compan Charges for special features and servicggrovided fom the baséelephone
switch,suchas three-wag calling, call waiting, cll forwarding,and other features, are the ame as
those from the narest U.S. owned anl operaed tdephae wompary. This clarge applies b all
classes of undficial service.

A4.3.6. Long Distarte Calk. The subcriber of theClass Bstation aiginating the ell pays thecost
of undficial long distance caB. The cost igonsistent with telephone compatiyarges. Do not use
the FTS-2000 for undficial calls, even m a reimbuisable lasis. The CSO must makesure sulscribers
can place comercial long distance calls ethe bass whee Class B service isrpvided.

A4.3.7. Mileage Theuser pays the monthishargesfor line mileage to reeh off-premise Class B
telephones.

A4.3.8. ClassB Taxes. Compue fedeal taxes whean they applyto Class B sevice accoding to the
rates in the Internal Reenue Code. Apply federdtaxes an billing for local andong distare service
contactors, commissionel officers’and NGO open msses, and similar activities. Persahlong dis-
tance srvice from tax-exempt agencias taxable.Do nd collect Feceral taxes a billing tothe ARC
and Federal credit unions (Title 26 U.S.C. Section 4293, Exemption for United Statesand P&®s-
siors). Collect federal taxesdm serviceclubs aml base exchange activite Installation and reloca-
tion chages ae notsubject to federal taxes.

A4.3.9. ClassB Chages. Chagesto Class B usersare subjet to DFAS-DER 177-1@ and thefol-
lowing policies:

A4.3.9.1 Charging for Servce and Equipment. Bill service and equipmert charges (ircluding
taxes whenapplicable) to Class B subscribers inhie first monthly bill after the charges are
incurred, except when the wing commander requires alvance payment. Prorate advance pay-
mentswhen service éginsafter the srt of the billing period.

A4.3.9.2 Billing Long Distance @ls. Bill long disance service chigesto Class B sulscribers
with the first regular montly bill after receiving the commercial telephonecompany bill for the
service. Long distanceelephone chgesdo not requre advanceéepaits.

A4.3.9.3. Billing Local Calls. Thestandard rates fo Class B service apply regardlss of whether
the telephoneompany furnishes locadervice at a flat or mesared rate. The sindad rates entitle
the Class B sulscriber to make loal callswithout additional carge. EXCEPTIONS: When mes-
sage unit charges apply and when automatic number idertification equipment can idertify the
individual sulscriber station makig the call, bil mesage-uni chagesto the user.

A4.3.9.4. Prorating Chages. When asubscriberreceivesservicefor only a part bthe monthly
billing period, or when a service outageem=ds 24 hots, prorate he chage. Rorate bills acord-
ing to theapprovedariff or prorating procedtes d thelocal telephone compan The subscriber
service outage p@d begins when the sstriber reports the outagand ends when thielephone
company retoresservice.

A4.3.9.5 Recurrirg Charges. Bill chagesfor supplemental servicesd equipmetrto theuser at
local telephone companrates. Bill supdementa service anl equipment chegesfor a partof the
billing perd to the sulscriber at the ful montHy rate and do not porate.

A4.39.6. Colleding. The AFO collects chages from users of Class B telephone service
(DFAS-DER 177-102) Wing commanders may institute a payroll-deduction plan to pagléss
B telephore service.
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A4.3.9.7 Depasiting MoneyReceived forServices. Account fo morey received fa telephone
servie as publc funds according to presbed Air Force policies and procedures feimburse-
mert to appopriatedfunds(DFAS-DER 177-102.

A4.4. ClassC Service. The conditions and arrangements for providing Class A service from either a
govermment-owned or a commercial telephosyesstem alsapply to providing Class Cesvice. Chages
for Class Cservice ae:

A4.4.1. Class G1. Sane as Tass A-1.

A4.4.2. Class C2. No cat to thesubscriber except that toll and othspecializd communications
chagesto DoD terants not directlysuppating the host bae mision accumulate monthand aresent
to the local AFO fopaossible reimbusement to the AiForce (FAS-DER 177-102). Deferse Com-
missry Servicefacilities andretail sles storesn CONUS must reimbse the govenment fa com-
munications support at thhateof $4 permonth fa each station ine termination and $2.50 foeach
extension sétion line termination. Chargesfor ins@llation, moves, axd special and mscdlaneous
equipment are aditiond. Compute instdlation ard relocation chargesin the same manner & for
Class B telephane instllation and reloation.

A4.4.3. ClassC-3. Same as Cks C-2, exept for installation, relocation, and spialized equipment
chages whch are deermined by local telephone tés for bases in CONUS, &vaii, and Alaka and
determined by Class B clrgesas shown n paragaph A4.3.2.2 for oversas lases.

A4.4.4 ClassC-4. SameasClass C-2, excedor thetroop issuefunction d the commissayy.
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Attachment 5
FORMAT STANDARDS FOR TELEPHONE DIRECTORIES

A5.1. Directories Each telephone directory must contain a ction for general information, organiza-
tional listings, ad alphabetichlistings. Thewing commander maalsoauthorize a personnel listingsec-
tion.

A5.1.1 Geneal Information This sectio tells rea@rs hav to use thenstallation teéphone system.
A5.1.1.1 It should explai how to:

A5.1.1.1.1 Use the irstallation tlephonesystem,including directions for making on-base,
local-aea, lorg distance,and overseasalls, and br using special telephorieatues, sich as
call-forwarding, coference-calling, speed-calling, and son.

A5.1.1.1.2 Use the Secure Voice Communications Network,including STU-I1I instruments,
If the installation hasuch equipment. DBeribe how to schedule and use the ia&tion com-
mon-user terminals. The MIEOM may permit subscriber designairs and numbers in this
section of the drectoyy.

A5.1.1.1.3. Make DSN calls. Degribe the telephone precedence g/stem, with instructions
that agre with ACP 134.

A5.1.1.14. Repat telephone servicergblens.
A5.1.1.1.5 Repat nuisanceand bomkthreat calls.
A5.1.1.16. Identify mission needdor new telephoneand servicegAFI 33-103).

A5.11.1.7. Use MINIMIZE. Degribe its effects per ACP 121 United States Spplement
(USSUP) 1F, (C) Communications Instictions-Genera (U).

A5.1.11.8. Requestor terminate unofficial (Class B) telephone servce, when applicalde.
Include astatenent that the Air Force reserves tle right to enter premses whee it provides
sud telephones to gpect, repai or remove equipment.

A5.1.1.2 Design you directory so thait shows:

A5.1.1.2.1. Locations and DSN numbers of frequently called adivities on the installation.
Extractthe numberdrom the DoD Worldwide DSN Diectory.

A5.1.12.2 Installations where the calleae dial numbes drect (direct in-dial cagpbility) by
Xs following the two-digit or three-dgit DSN prefix (e.g., 868X XXX).

A5.1.1.2.3 Theunit providing thetelephone avice, directoly updaes, andrepair service.
A5.1.12.4 Common-u®r facsimilenumbersand locations.Include veffication numbers.

A5.1.2 Organiztional Listings. Thissection ists al unitsin alphanumeriorder served pthe tele-
phone exhange. Puthe MAJCOM ard installation activities first. Show the main staff offices of
each oganization. e official titles b identify each majofunction, per Al 38-101,Air Force Orga-
nization
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A5.1.2.1 You mg optionally nane officers with stéf office entries. Include building address or
location daignatas, andshow the dfice functionaladdress symbol after eeh major element, per
AFI 37-127,Air Force Standed Functiond AddressSystem (will become AFI 33-327.

A5.1.2.2 Print only one telephone number orcledine; show analternate numér, if any, on a
seprate line. List only thefirst number of arotary-sequece telephone sstem.

A5.1.2.3. Do not lig Class A numberd the sulscriber is abo srved by Class C ®rvice. For fac-
simile numbers serving the organization, show the building number, functional address, office
symbol,and verification numbe.

A5.1.3. Alphabeticd Listings. This sction contains an alphabetical listing of all activities. Use
acaeptable military titles that usersan easily understand. Includebuilding rumbers and roan num-
bers if needed. Eachaivity may have as many listingas it has common namesCross-refererte
enties for reader corenience. For example, threader may look for NCO Club under “N” for “NCO
Club” or under “C” for “Club, NCO' Avoid listing all units undesuch entres as CommandgChief,
and Executive Gficer, beause users can ebsfind thesditles in the aganizationa listing section.

A5.1.4. Persomel Listing (Optioral). Thissection follows the clasified listing. Show on a single
line name, grade, duty telepreomumbe, office symbol, ard building number. Do not lig home tele-
phone mmbers (Chss B) and grsonalcommercial tetphone nurbers unless persond havegiven
written consent tagpublish them (AFI 37-132, Air Force Privacy Act Program [will convert to AFI
33-332)).

A5.2. Cover Requrements.
A5.2.1. Cover Page.The covepagemust contai the fdlowing information:
A5.2.1.1 Host MAJCOM.

A5.2.12. Install ations served and their locations (include state or country). Include organiza-
tional emblems whespae permits.

A5.2.13. DSN and comrercial prefixes (include area code) for the instadtion, opeator asis-
tane numbaes, and directoryassstane numbe.

A5.2.1.4. Date pulished.
A5.2.1.5 Emeagency telephone numise
A5.2.1.6. COMSEC noticeand the consem statemenfrom DoDD 46406 & the bottom.

A5.2.2. Inside Front Cove The insideront cower contains a table of contesit Makesure the table
of contentdists the principd units served ly the teephone exhangeand pag referernces.

A5.2.3. InsideBack Cowr. The inside bek cover Ists key fire alarm boxes and publiaytelephone
locations. Include elephonenumbers for the pult pay teephaes aml indicate which hare audio
amplifiers.

A5.2.4. Outside Back Cove. The ouside back cower lists frequently clled telephone nurbers for
servie activities(e.g, billeting, baseoperations, finance, barbgrops,and on- anl off-base tax ser-
vice). Showcommonly used names ad avoid locd nickname.

A5.3. Conside.
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A5.3.1 Including an installation map.

A5.3.2 Using slogas to provide helpful reminders on vaious tqics (e.g, safay, security, and
enegy conservatiohimportant b the Air Force communiy.

A5.3.3. Using illustrations with slbgans. Relate themdiredly to the sibject matter and use god
taste.

A5.3.4. Using aninternational time zone chrt.

A5.3.5. You may use coled paper for telephone idectories. You mg use adifferent colorfor each
section ofthe directoy to make t easier to use. For combined installation guidesand directaes, col-
ored papercan felp users quickly locate a director section.
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Attachment 6
TELEPHONE SYSTEM S MANAGE MENT CHECKL IST

A6.1. Major Command and Communications and Information Systems Oficer Responsibilities.

A6.1.1 Is anAF Form 1218 sed toestablsh CSA inareaswhere a public utity commision
requires tarif or regulatedservices(e.g., central €fice trunking, bsiness lines, FE service? (para-
graph 1.1.2)

A6.1.2. Are competitive bids obtained through appropriate procurement channels for untariff and
unregulated services? (paragraph 1.13)

A6.2. Major Command Responsibili ties.

A6.2.1. Has the MAJCOM established proceduresto ensure new or chamgesto existing CSAs are
consstert with Air Force policy? (paragraph 1.21)

A6.2.2. Has the MAJCOM estblished poceduresthat requie the bae CSD to verify that popaosed
leasd regulatd services d not exceed C3A authaization® (paragaph 12.2)

A6.2.3. Has he wing commander estalished local policy for handing incoming official collect
calls? (paragrap 4)

A6.2.4. Do telephoneredit cardholdersign astatement acknowledging receiving a telephone credit
card, ad is the statement ke¢pn file? (paragraph 8.2)

A6.25. Doesthe MAJCOM ensure installations wnder their commands omplete annual physicd
inventaies ofall leased telephoneervices useal on the installatior? (paragraph 9.1)

A6.2.6. Does theMAJCOM ersure installations under their commarstiablish internal contis over
leasd telephoe servicesand monthly leae payment8 (paragraph 2)

A6.27. Does tre MAJCOM conduct reviews to ensure installations under their ommeand have a
completeand valid inventory of base elecommunications equipment andservices, and fave estab-
lished inventoy contols? (paagraph 9.3)

A6.2.8 Does theMAJCOM ensure installations under the&ionmand validate thedephone bills as
official, before authorizing gyment? (paragraj 9.4)

A6.2.9. DoestheMAJCOM ensurethat personel who aeinvolved n processing regulated telecom-
munications servica®gceive poper (CSA) training? (paragraph 9.5)

A6.2.10. Does the MAJCOMensurea separate class of service isestablished for numberwith 1-900
capabilities? (paragrapii3.4.1)

A6.2.11. Does the MAICOM ensure he guidelines estabthed n DISAC 310-2251, Chapter 6, are
being wsed D restrict DSNPAT access ¢ a percentage of DSN users? (paragra 14)

A6.2.12. Is the MAJCOM approving the purchase of new key systems only when there is a tear
operational requement tha cannot ke met by the kasetelephoneswitching systen®? (paragraph 19)

A6.2.13 Are DRSN requiremats pro@ssed acording toCJCSI 6215.01 and USAFINTEL 201-1,
or AFSSI 41007 (paragraph 22.1)
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A6.3. Communications andInformation Systems Officer Responsibilities.

A6.3.1. Does the laseCSO inventay leasal telephone srvices annual}, reconcile all digrepancies,
update tke inventay for added or deted services, aml verify the amount ad type ofservice autho-
rized onthe CSA? (paragraph 1Q.3)

A6.3.2 Does the base CSQontrol on- and or off-netting to ensureit doesnt negatively affect the
overall bae mision? (paagraph 10.1.4)

A6.3.3. Does the bae CSO condut voice ogerations acording to ACP 134? (paragraph 10.16)

A6.3.4. Has the bas€SO0 establisled guidelines ® ensureFTS-2000 users are iofimed oftheproper
procedues usedto repat misdialed o wrong number3 (paragrap 10.1.12)

A6.35. Has the base CSO or the kase CSO’s representative biiefed all TCOs on TCO duties and
responsibilities?(paragraph .1.13)

A6.3.6. Has the bae CSOset up paitive controls to prevent unauthaized telephone switchingys-
tem software modiicatiors? (paragraph 10.2)

A6.3.7. Has the bae CSO appointd personnel b secure theRDS service? (paragraph 10.22)

A6.3.8. Has the base CSGstablished pocedues o restore telephoneervice promptly? (paragraph
10.2.3)

A6.3.9 Does the base C® monitor corstruction activity to protect gosrnment-owned ocommer-
cially leased communications and information cables @erial and buried) during excavation o con-
struction ard ensures dgging pemits ae revewed ad processed pior to any excaation work.
(paragraph 10.3.1)

A6.3.1Q Does te base CSO ensurre that communications and information personne follow AFI
32-1031 when ecavating fo communicationsand informationcables or facilitis? (paragraph
10.3.2)

A6.3.11. Doesthe base CSO review statements ofvork for base pay telephone servide make sure
thisservice d@s nat interfere with base dficial telephoneservice? (paragrap 10.41)

A6.3.12. Does the baseCSO maintain a coert copy of all applieble CSAs with the reessary tarff
informatian to ensure ppermonthlytelecommunications cefication? (paragrap 10.4.8)

A6.3.13 Are approvedequests fa FTS-2000 grvice being ent to the host MACOM/FOA pria to
forwarding then to the appropriate DISAftice for procesing. DISAC 310-130-1 procedurepply?
(paragraph 12.2)

A6.3.14. Doesthe ase CSO ensure customer account codes are establi shed for each organization
using telephone numbenwith 1-900capabilties? (paragaph 13.4.2)

A6.3.15. Doesthebase CSO ersure an authozation codeis establisted for each user authiaed to
dial 1-900 numbers?paragrap 13.4.3)

A6.3.16. Does thebase CSO esure cable maintenae personnéd are familiar with the Air Farce pol-
icy on leadtelecommunications cables(paragraph 16)

A6.3.17. If the base cable dant can support the single line telephone concept, aresingle line tele-
phore instrumentsbeing installedd the maximum extem possible whee digital telephoe switching
systems arenstalled? (paagaphl18)
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A6.3.18 Have al key systems beeevaluatd for conversiona single line corcept? (paragraph 18)
A6.3.19. Are MAJCOM waivers kepon file for newl installed key systems? (paragrap 19)

A6.3.20. Does the laseCSO ensureCT services are provided only when they are the moststeeffec-
tive way to provice the neessary service?(paragraph 20)

A6.3.21 At locations without a @mmuncations service activity, has thesenior ranking individual
designated a resporsible activity to install and maintain urofficial telephone wiring in dormitories,
military family housing, visiting armeris quarters,visiting officers’ quarters, temporary lodgng
facilities, etc? (paragraph 23.2)

A6.4. TelephoneSydems Seurity.

A6.4.1 Are Elephonesystems personnd familiar with security features available in the téephone
systemswitch? (AFSS 5033 paragrap 2.11)

A6.4.2 Have all components dhetelephone sgtem been evaluated fosecurity risk to minimze the
vulnerability of unauthorized access(e.g., switch-room, telephone systemand auxiliary proces®rs

such agax machines,modems, recorded annouement equipment, printers, teminals, and comput-
ersf? (AFSSI 5033, paragraph 2.1.2)

A6.4.3 Has the missian support flght commander appointed a teleplk@ystems security adminis-
trator? (AFSSI 5033, jpragra 1.1.4)

A6.4.4. Hasa security programthat addressescomputer security and contrdled aea security con-
cerns been establiali? (AFSSI5033, paragrap2.1.4)

A6.4.5. Does the workcenter evaluate teecurty program using aeff inspection checklist at last
semi-annuall® (AFSSI 5033, paragrdp2.1.5)

A6.4.6. Do telephone sgtems @rsonnel esure access tocental office features is controlled byse
of subscrber class of service o class of restictions? (AFSS 5033 paragrap 2.17)

A6.4.7. Do telephonesystems @rsonnel monitor the telephoneswitch toidertify changing calling
patternssystem usesnd possible security issueAFSS 5033 paragaph 21.8)

A6.4.8 Are internal anaxternal users providedaess only to the facilities, functions, commands,
and @lling privilegestheir jobs requie (e.g., limiting acessto the telephoasystm database only to
aspecificfew users). (AFSS 5033 paragaph 2.1.9)

A6.5. Passwords.

A6.51. Are passvords acomposed of alphanumeric charaderswith at leas one specia character?
(AFSS 5033 paragrap 3.11)

A6.5.2 Is password lengh aminimum d 6 alphanumeric characters? F3SI15033, paagraph 3.1.2)

A6.5.3 Do telephone sgems personnel p@dically changetheir passvordsto maintan integrity of
thepassword sysm? (AFSS 5033 paragaph 3.1.3)

A6.5.4. Is themaximumlifetime d apasavord 18 daysor less? (AFSS 5033 paagraph 31.31)

A6.55. Are passwads dhanged when a user’s accesss removed due to punitive action or at the
request & the user’'s commanderAFSSI 5033, paragraph 3.1.3.2)
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A6.5.6. Is thepassvord grace period setto 3 duty days?(AFSS 5033, paagraph 3.1.3.3)
A6.5.7. Are telephae systems personnewriting down passwads or sbring then in ary easily
acassibk location (eg., afunction key)? (AFSSI 5033, paragraphi3b)

A6.6. Access Contrals.

A6.6.1. Is physcal switch-room a&cess limited by tle local communietions unit to the fewst per-
sonnelrequired b accomgishthe mission?(AFSS 5033 paagraph 41.1)

A6.6.2. Does tle switch easeto respond to logon attemptsom a ser (remote or otherwise) after
threeattempts?(AFSS 5033 paragaph 4.1.3.3)

A6.63. Does the switch issie a real-time alarm to notify the switch administrator of all repeaed
logon attempts?(AFSS 5033 paragaph 4.1.3.4)

A6.6.4. Has the workcentesupavision esablished procedures for dealing with periods of inactivity
on treteminals? (AFSSI 5033, paragraph 4.1.3.5)

A6.6.5. Are user paswordsand system commandslass marked to provide required level of protec-
tion? (AFSS 5033 paragaph 4.15.1)

A6.6.6. Is the administratie user function asigned to nomore thanthree telephonsystems techni-
cians? (AFSS 5033 paragaph 4.1.5.3)

A6.6.7. Is the securty administratie user preventeal from acessing maintenancdeinctions or other
areas when ptrming ther duties? (AFSS 5033 paragaph 4.15.5)

A6.6.8 Are cortractor users ssigned onlyto thedial-up ports that arededicated for ontracor
acaess? (AFSS 5033, paragph 4.1.5.6)

A6.6.9 Doesasecurty bannemppear immediatglupon logging ind the telephone sfent? (AFSSI
5033, paraggph 5.1.1)

A6.6.10. Do positive barriers rist to preventall sydem modifications, ecep those for spedcfic
emeageng or directed maintenace actions? (AFSSI 5033, paragraphB1)

A6.611. Does the switch provide the capability to open and close a time window for the remote
maintenance aess pots of theswitch? (AFSS 5033, paragrdp6.1.2.3)

A6.6.12 Are measures taken to ensure emote uses passwordsare ugd one tme aly? (AFSSI
5033, paragph 6.1.2.4)

A6.6.13 Does remote logi make use of automatic dial-back @ldities? (AFSSI 5033, paragraph
6.1.3)

A6.6.14. Areremot ports kept dsconnectd from al trunks and lines Bing the entral office when
not in se? (AFSSI 5033, @ragrap 6.1.6)

A6.6.15 Are moams,telephone, or other ancillary equipment itemsegt disconmcted or df-line
from the renpote switch access (RSA)port leaving thecertral office, except during RSA? (AFSSI
5033, paragaph 6.1.7)

A6.6.16 Doesthe workcergr maintain a Ist of personnel ttat requre RSA (government athcontrac-
tor personnel} (AFSSI 5033, paragraph 6.1.8)
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A6.6.17. Doestheworkcentemaintainalog for al RSA? (AFSSI 5033,paragraph 6.1.10)
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